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RECEIVING ОМ A SERVER APPLICATION ON A SERVER 
NETWORK DEVICE WITH ONE OR MORE PROCESSORS VIAA 
WIRELESS COMMUNICATIONS NETWORK FROM AN UNMANNED 
AERIAL VEHICLE (UAV) A WIRELESS EMERGENCY LOCATION 
RESPONSE MESSAGE INCLUDING A CURRENT SET OF 3D (X,Y, Z) 
GEO-SPACE COORDINATES OR 2D (X, Y) GEO-SPACE COORDINATES 
FOR A FIRST MOBILE NETWORK DEVICE WITH ONE OR MORE 
PROCESSORS, WHEREIN A MOBILE APPLICATION ON THE FIRST 

MOBILE NETWORK DEVICE SENT A FIRST WIRELESS EMERGENCY 204 
MESSAGE OR A FIRST TEXT-TO-911 MESSAGE ON A PRE- 
DETERMINED WIRELESS FREQUENCY VIA THE WIRELESS 

COMMUNICATIONS NETWORK DIRECTLY TO THE UAV INDICATING AN 
EMERGENCY EVENT HAS OCCURRED WITH THE FIRST MOBILE 
NETWORK DEVICE 
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COORDINATES AND/OR THE CURRENT PHYSICAL GEOGRAPHIC 212 
LOCATION FOR THE FIRST MOBILE NETWORK DEVICE 


SENDING AN EMERGENCY RESPONSE MESSAGE OR A 911-TO-TEXT 
MESSAGE INCLUDING THE DETERMINED CURRENT PHYSICAL 
GEOGRAPHIC LOCATION FOR THE FIRST MOBILE NETWORK DEVICE 
FROM THE UAV VIA A SECOND COMMUNICATIONS NETWORK TOA | 214 
DESIRED EMERGENCY RESPONSE SERVER WITH ONE OR MORE 
PROCESSORS 


U.S. Patent Jul. 28, 2015 Sheet 24 of 24 US 9,094,816 B2 


FIG. 23 


THE UAV LOCATES THE FIRST MOBILE NETWORK DEVICE WITH 
ONE OR MORE WIRELESS SIGNALS RECEIVED FROM THE FIRST 
MOBILE NETWORK DEVICE COMPRISING: GLOBAL POSITIONING 
SYSTEM (GPS) SIGNALS, WIRELESS FIDELITY (WIFI) SIGNALS, 
WIRELESS BLUETOOTH SIGNALS ОК CELL TOWER SIGNALS, BEING | 248 
SENT FROM THE FIRST MOBILE NETWORK DEVICE ON ONE OR MORE 
COMMUNICATIONS COMPONENTS AUTOMATICALLY ACTIVATED ON 
THE FIRST MOBILE NETWORK DEVICE BY SENDING THE WIRELESS 
EMERGENCY MESSAGE OR A TEXT-TO-911 MESSAGE FROM THE 
FIRST MOBILE NETWORK DEVICE 


THE UAV DETERMINES THE CURRENT SET OF 3D (X,Y, Z) GEO-SPACE 


COORDINATES AND/OR 2D (X,Y) GEO-SPACE COORDINATES AND/OR 
CURRENT PHYSICAL LOCATION FOR THE FIRST MOBILE NETWORK | 220 
DEVICE 12 WITH THE RECEIVED ONE OR MORE WIRELESS SIGNALS 
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METHOD AND SYSTEM FOR AN 
EMERGENCY LOCATION INFORMATION 
SERVICE (E-LIS) FROM UNMANNED 
AERIAL VEHICLES (UAV) 


CROSS REFERENCES TO RELATED 
APPLICATIONS 


This U.S. utility patent application is a Continuation-In- 
Part (CIP) of U.S. utility patent application No. that is a CIP 
of U.S. patent application Ser. No. 14/303,842, filed on Jun. 
13, 2014, that issued as U.S. Pat. No. 8,918,075, on Dec. 23, 
2014, Ser. No. 13/831,426, filed Mar. 14, 2013, which issued 
as U.S. Pat. No. 8,755,767, on Jun. 17, 2014, which is a CIP 
of U.S. utility patent application Ser. No. 13/098,981, filed 
May 2, 2011, which issued and U.S. Pat. No. 8,442,482 on 
May 14,2013, which is a CIP ofU.S. utility patent application 
Ser. No. 11/803,671, filed May 15, 2007, which issued as U.S. 
Pat. No. 7,937,067, on May 3, 2011, which is an application 
that claims priority to U.S. Provisional patent application 
Nos. 60/800,774, 60/800,775, 60/800,776, and 60/800,777, 
all filed May 16, 2006, U.S. utility patent application Ser. No. 
13/831,426, is also a CIP of U.S. utility application Ser. No. 
12/844,972 filed Jul. 28, 2010, which is an application claim- 
ing priority to U.S. Provisional patent application No. 61/229, 
414 filed Jul. 29, 2009 and 61/230,154 filed Jul. 31, 2009, the 
contents of all of these cited applications and issued patents 
are incorporated herein by reference. 


FIELD OF INVENTION 


This application relates to automatic processing of location 
information. More specifically, it relates to a method and 
system for an emergency location information service from 
an unmanned aerial vehicles (UAV) or drones. 


BACKGROUND OF THE INVENTION 


In many emergency situations it is of great importance to be 
able to quickly and accurately locate individuals within a 
large building. For example, in the event of a fire, public 
safety personnel may need to operate within an unfamiliar 
building on short notice, in conditions of poor visibility due to 
smoke or flame. Accurate location information is vital to 
coordinate rescue operations and ensure the safety of fire- 
fighters. Police or military personnel may be faced with simi- 
lar circumstances, in which accurate and timely location 
information can help avoid friendly-fire incidents and coor- 
dinate action against a criminal or enemy force. 

Individuals faced with an emergency involving immediate 
danger to life or health of themselves ora colleague need to be 
able to accurately provide their location to emergency/rescue 
personnel, preferably without human intervention to enable 
rescue in the case where the individual in need is incapaci- 
tated, or all attention must be devoted to his/her protection. In 
all these circumstances, rapid and automated acquisition of 
the location of an individual to within a few meters within a 
large building can be critical in saving lives. 

In addition, there are time when an individual is in a rural 
area needs to be located in an emergency. A mobile device an 
individual may be carrying may not be able to communicate 
because of poor signal strength to the mobile device in the 
rural area. 

Prior art methods of accomplishing such location do not 
simultaneously meet the requirements of rapid location deter- 
mination, automation, and accuracy. Navigation employing 
conventional maps and visual observation or dead reckoning 
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are not readily automated and thus require time and attention 
by a human observer. Manual navigation may be vitiated in 
the case where visibility is impacted by flame or smoke, or 
where personnel are under hostile fire and unable to establish 
their location by patient observation. 

Enhanced 911, (E911) 15 a location technology that enables 
mobile, or cellular phones and other mobile device such per- 
sonal digital/data assistants (PDAs) to process 911 emer- 
gency calls and enable emergency services to locate a physi- 
cal geographic position of the device and thus the caller. 
When a person makes a 911 call using a traditional phone 
with wires, the call is routed to the nearest public safety 
answering point (PSAP) that then distributes the emergency 
call to the proper emergency services. The PSAP receives the 
caller’s phone number and the exact location of the phone 
from which the call was made. Prior to 1996, 911 callers using 
a mobile phone would have to access their service providers 
in order to get verification of subscription service before the 
call was routed to a PSAP. In 1996 the Federal Communica- 
tions Commission (FCC) ruled that a 911 call must go directly 
to the PSAP without receiving verification of service from a 
specific cellular service provider. The call must be handled by 
any available service carrier even if it is not the cellular phone 
customer’s specific carrier. 

The FCC has rolled out E911 in two phases. In 1998, Phase 
I required that mobile phone carriers identify the originating 
call’s phone number and the location of the signal tower, or 
cell, accurate to within a mile. In 2001, Phase II required that 
each mobile phone company doing business in the United 
States must offer either handset- or network-based location 
detection capability so that the caller’s location is determined 
by the geographic location of the cellular phone within 100 
meter accuracy and not the location of the tower that is trans- 
mitting its signal. The FCC refers to this as Automatic Loca- 
tion Identification (ALI). 

In addition to traditional cellular telephones, advances in 
technology have expanded the number and types of devices 
that are capable of initiating an emergency call for service that 
is routed to the appropriate PSAP based on the caller’s loca- 
tion. Devices include, but are not limited to: computer pro- 
grams that are executed on computing devices (Soft Phone), 
cellular telephones that are capable of data communications, 
wearable embedded devices embedded into home appliances, 
intelligent building control and monitoring systems, and 
intelligent roadways. The concept of an “Internet of Things” 
will allow any connected device to initiate communications 
with another device, service, or person, including a system 
within a PSAP. 

An Unmanned Aerial Vehicle (UAV) or drone, is an aircraft 
with no pilot on board. Essentially, a drone is a flying robotic 
aircraft. The aircraft may be remotely controlled or can fly 
autonomously through software-controlled flight plans in 
their embedded systems working in conjunction with Global 
Positioning System (GPS). UAVs have most often been asso- 
ciated with the military but they are also used for search and 
rescue, surveillance, traffic monitoring, weather monitoring 
and firefighting, among other things. 

More recently, the unmanned aircraft have come into con- 
sideration for a number of commercial applications. In late 
2013, Amazon announced a plan to use drones for delivery in 
the not-too-distant future. The service, known as Amazon 
Prime Air, is expected to deliver orders inside а 10-mile radius 
of a fulfillment center within 30 minutes. 

There are many problems associated with determining a 
location of a network device and a caller who needs to place 
an E911 call or a person who sends a text to E911 in an 
emergency situation. 
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One problem is the network device and caller may be 
located in a remote area, rural area in the event of a natural 
disaster or terrorist attack when a local infrastructure may be 
compromised or an adequate communication signal not avail- 
able to send an emergency message. 

Another problem is that many E911 calls a misroutedto the 
wrong PSAP. This can delay the dispatch of emergencies 
services to the caller. Another problem is that existing mobile 
technology makes its difficult to accurately locate mobile 
devices. 

Another problem is that triangulation based on time of 
arrival at multiple mobile-communications base stations 
(TDOA) has inadequate coverage and is insufficiently accu- 
rate unless supplemented by signals provided by local radios 
placed outside the facility by public safety personnel. 

Another problem is that conventional radio-frequency- 
basedlocation methods do a poor job of providing topological 
location within a building: that is, location relative to floors, 
walls, doors, partitions, stairways, and other features whose 
spatial extent is small but whose significance to a person's 
ability to move is great. 

Another problem is that many wearable mobile devices are 
not “location-aware.” Location-aware devices are aware of 
their current geographic location. Mobile telephones and 
Global Positioning System (*GPS") devices may be aware of 
their current geographic location. GPS devices typically 
determine their current geographic location by communicat- 
ing with satellites. However, mobile telephones may only 
determine their current geographic location by communicat- 
ing with a particular mobile phone interface or telephony 
switch that provides coverage to a geographic location such 
as a telephony “cell” but not an exact current geographic 
location within the cell. 

Another problem is that it mobile devices are being 
allowed to send Short Message Services (SMS) text-to-911 
messages to contact emergency services when an emergency 
occurs. The current physical location of such mobile devices 
sending text-to-911 messages needs to be determined. 

Thus, there exists a critical need for a method of locating 
individuals making an E911 call from a network device in an 
urban or rural area that is rapid, automated, accurate, simple 
and inexpensive to employ, and does not require manual 
intervention from a person using a mobile network device to 
be located. 


SUMMARY OF THE INVENTION 


In accordance with preferred embodiments of the inven- 
tion, some ofthe problems associated with locating E911 and 
other callers using network devices in urban and rural areas 
are overcome. 

A method and system for determining and verifying a 
location of a network device in emergency situations from an 
unmanned aerial vehicle (UAV) or drone, with emergency 
messages including legacy 911, E911 and text-to-911 mes- 
sages, is presented. The method and system provide a current 
physical geographic location for mobile devices (e.g., chair, 
desk onin aroom on a building floor, campus, enterprise, city, 
state, region, country, continent, etc.) or a rural area in an 
emergency situation such as an accident, fire, terrorist attack, 
military incident, weather, flood event, etc. and forwarding 
the current physical geographic location to a legacy 911 net- 
Work, a Emergency Services IP networks (ESInet) or text-to- 
911 Short Message Services (SMS) networks to alert emer- 
gency responders. 

The foregoing and other features and advantages of pre- 
ferred embodiments of the present invention will be more 
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readily apparent from the following detailed description. The 
detailed description proceeds with references to the accom- 
panying drawings. 


BRIEF DESCRIPTION OF THE DRAWINGS 


Preferred embodiments of the present invention are 
described with reference to the following drawings, wherein: 

FIG. 1 is a block diagram illustrating an exemplary elec- 
tronic information processing system; 

FIG. 2 is a flow diagram illustrating a method for locating 
a device; 

FIG. 3 is a flow diagram illustrating a method for locating 
a device in an emergency; and 

FIG. 4 is a flow diagram illustrating a method for locating 
a device; 

FIG. 5 is a flow diagram illustrating a method for locating 
a device using existing wireless networks; 

FIG. 6 is a flow diagram illustrating a method for locating 
a device in an emergency; and 

FIG. 7 is a flow diagram illustrating a method for locating 
a device in an emergency; 

FIG. 8 is a flow diagram illustrating a method for locating 
a device using existing wireless networks; 

FIG. 9 is a flow diagram illustrating a method for locating 
a device in an emergency; 

FIG. 10 is a flow diagram illustrating a method for an 
emergency location information service (E-LIS); 

FIG. 11 is a flow diagram illustrating a method for an 
emergency location information system (E-LIS); 

FIG. 12 is a flow diagram illustrating a method for an 
emergency location information system (E-LIS); 

FIG. 13 is a flow diagram illustrating a method for an 
emergency location information system (E-LIS); 

FIG. 14 is a block diagram illustrating a location of a first 
mobile network device determined with an emergency loca- 
tion information system (E-LIS); and 

FIGS. 15A and 15B are a flow diagram illustrating a 
method for an emergency location information system 
(E-LIS); 

FIG. 16 is a flow diagram illustrating a method for an 
emergency location information system (E-LIS); 

FIG. 17 is a block diagram with illustrating wearable 
devices; 

FIG. 18 is a flow diagram illustrating a method for an 
emergency location information system (E-LIS) for wearable 
devices; 

FIG. 19 is a block diagram illustrating a graphical emer- 
gency location information system (E-LIS) for displaying 
information determined by the method of FIG. 18; 

FIG. 20 is a flow diagram is a flow diagram illustrating a 
method for an emergency location information system 
(E-LIS) with an unmanned aerial vehicle (UAV); 

FIG. 21 is a flow diagram is a flow diagram illustrating a 
method for an emergency location information system 
(E-LIS) with an unmanned aerial vehicle (UAV); 

FIG. 22 is a flow diagram is a flow diagram illustrating a 
method for an emergency location information system 
(E-LIS) with an unmanned aerial vehicle (UAV); and 

FIG. 23 is a flow diagram is a flow diagram illustrating a 
method for an emergency location information system 
(E-LIS) with an unmanned aerial vehicle (UAV). 


DETAILED DESCRIPTION OF THE INVENTION 


Exemplary Electronic Emergency Information 
Message Processing System 


FIG. 1 is a block diagram illustrating an exemplary com- 
munications system 10. The exemplary communications sys- 
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tem 10 includes, but is not limited to, one or more target 
network devices 12, 14, 16 (only three of which are illus- 
trated) each with one or more processors. The target network 
devices 12, 14, 16 include, but are not limited to, wearable 
devices (e.g., glasses, watches, wrist bands, clothing, jewelry, 
etc.), mobile phones, non-mobile phones, smart phones, tab- 
let computers, portable gaming platforms (GAMEBOY and 
DSI by Nintendo, PSP by Sony, etc.), non-portable gaming 
platforms (e.g., XBOX by Microsoft, Wii by Nintendo, PLAY 
STATION, by Sony, etc.) non-mobile computers, wireless 
devices, wired devices, game devices, laptop computers, per- 
sonal information devices, personal digital/data assistants 
(PDA), hand-held devices, network appliances, Internet 
appliances, cable television set-top boxes, Internet television 
set-top boxes, satellite television boxes, two-way pagers, cel- 
Iular telephones that are capable of data communications, 
wearable embedded devices, devices embedded into home 
appliances, intelligent building control and monitoring sys- 
tems, and “intelligent roadways,” etc. However, the present 
invention is not limited to these target electronic devices and 
more, fewer or others types of target electronic devices can 
also be used. The target network devices 12, 14, 16 function 
as client devices in some instances and server devices in other 
instances. The target network devices 12, 14, 16 include wire- 
less or wired as illustrated by non-mobile phone 15. 

In one embodiment the target network devices 12, 14, 16 
are "smart" devices. A smart device is aware of its location in 
(X,Y,Z) space or (X,Y,Z) geo-space and/or (X, Y) space and/ 
or (X, Y) geo-space. In another embodiment, the target net- 
work device 12, 14, 16 are *dumb" device. A dumb device is 
not aware of its location in geo-space. A dumb device is 
typically in contact with proxy server device that is aware of 
the dumb device's location in geo-space. 

In one specific exemplary embodiment, the one or more 
target network devices 12, 14, 16 also include smart phones 
such as the iPhone by Apple, Inc., Blackberry Storm and other 
Blackberry models by Research In Motion, Inc. (RIM), Droid 
by Motorola, Inc. HTC, Inc. other types of smart phones, 
other types of mobile and non-mobile phones, etc. However, 
the present invention is not limited to such devices, and more, 
fewer or other types of smart phones can be used to practice 
the invention. 

A "smart phone" is a mobile phone that offers more 
advanced computing ability and connectivity than a contem- 
porary basic feature phone. Smart phones and feature phones 
may be thought of as handheld computers integrated with a 
mobile telephone, but while most feature phones are able to 
run applications based on platforms such as Java ME, a smart 
phone usually allows the user to install and run more 
advanced applications. Smart phones and/or tablet computers 
run complete operating system software providing a platform 
for application developers assessable through a specialized 
Application Programming Interface (API). 

The operating systems include the iPhone OS, Android, 
Windows, etc. iPhone OS is a proprietary operating system 
for the Apple iPhone. Android is an open source operating 
system platform backed by Google, along with major hard- 
ware and software developers (such as Intel, HTC, ARM, 
Motorola and Samsung, etc.), that form the Open Handset 
Alliance. Windows is an operating system for mobile device 
by Microsoft. 

The one or more target network devices 12, 14, 16 also 
include tablet computers 16 such as the iPad, by Apple, Inc., 
the HP Tablet, by Hewlett Packard, Inc., the Playbook, by 
RIM, Inc., the Tablet, by Sony, Inc., the Surface by Microsoft, 
etc. 
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Inoneembodiment, the oneor moretarget network devices 
12, 14,16 include an internal accelerometer. An *accelerom- 
eter" is a device that measures an acceleration of the device 
and a change of velocity of the target network devices. Many 
smart phones, digital audio players, wearable mobile devices 
and personal digital assistants contain accelerometers for user 
interface control; often the accelerometer is used to present 
landscape or portrait views of the device's screen, based on 
the way the device is being held. The accelerometer can be 
used to detect crash-strength G-forces and automatically 
translate and provide location 3D (X,Y,Z) geo-space and/or 
2D (X, Y) geo-space location into a current physical location 
for emergency response personal. 

In one embodiment, the one or more target network devices 
12, 14, 16 include an internal hardware temperature sensor 
that indicates when the device has exceeded a certain pre- 
determined temperature. This internal temperature sensor is 
used with a corresponding to detect emergency events such as 
fires, weather (e.g., tornado, hurricane, blizzard, etc.) events, 
etc. that include a dramatic change in temperature. In one 
embodiment, the temperature sensor include and Infrared 
temperature sensor. However, the present invention is not 
limited to such embodiments and other types of internal and 
external temperature sensors can also be used to practice the 
invention. 

In another embodiment, the one or more target network 
devices 12, 14, 16 include an external device that is plugged 
into a target network device 12, 14, 16 that include an inte- 
gration of a variety of motion, magnetic, pressure, humidity, 
moisture, temperature, and/or altimeter sensors with a pro- 
cessing unit and dedicated smart device application software 
to provide location information when an emergency event is 
detected via such sensors. 

The network devices 12, 14, 16 include an application 26. 
In one embodiment, the application 26 is a software applica- 
tion. However, the present invention is not limited to this 
embodiment and the application 26 can be firmware, hard- 
ware or a combination thereof. In one embodiment, the appli- 
cation 26 exists only on the target network devices 12, 14, 16. 
Іп another embodiment, application 26' exists only on server 
network devices. In another embodiment, a portion of the 
application 26 exists on the target network devices 12, 14, 16 
and another portion 26' exists one or more server network 
devices 20, 22, 24. In another embodiment, application 26/26' 
includes a portion of a social media application (e.g., FACE- 
BOOK, TWITTER, etc.) However, the present invention is 
not limited to these embodiments and other embodiments and 
other combinations can also be used to practice the invention. 

In one embodiment of the invention, the application 26 is a 
smart application for a smart phone. A smart network device 
application includes interactions with an operating system on 
a smart phone. In another embodiment, the application 26 is 
a smart application for the tablet computer. The interactions 
for the application 26 are typically completed through an 
Application Programming Interface (API). 

The mobile network devices 12, 14, 16 are in communica- 
tions with a communications network 18. The communica- 
tions network 18 includes, but is not limited to, the Internet, 
an intranet, a wired Local Area Network (LAN), a wireless 
LAN (WiLAN), a Wide Area Network (WAN), a Metropoli- 
tan Area Network (MAN), Public Switched Telephone Net- 
work (PSTN), mesh networks, Bluetooth networks and other 
types and combinations of wired 18' and wireless communi- 
cations networks 18 providing voice, video and data commu- 
nications with wired or wireless communication protocols. 

Plural server network devices 20, 22, 24, 25 (only four of 
which are illustrated) each with one or more processors and 
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include one or more associated databases 20', 22', 24', 25'. The 
plural server network devices 20, 22, 24, 25 are in communi- 
cations with the one or more target network devices 12, 14, 16 
via the communications network 18. The plural server net- 
work devices 20, 22, 24, 25 include, but are not limited to, 
wireless or wired or data communications servers, wireless 
access points, proxy servers and other types of server devices. 
Selected ones of the server network devices (e.g., 25, etc.) 
include Public Safety Answering Point (PSAP) servers, 
legacy 911 servers, E911 servers, etc. 

The communications network 18 may include one or more 
gateways, routers, bridges, switches. A gateway connects 
computer networks using different network protocols and/or 
operating at different transmission capacities. A router 
receives transmitted messages and forwards them to their 
correct destinations over the most efficient available route. A 
bridge is a device that connects networks using the same 
communications protocols so that information can be passed 
from one network device to another. A switch is a device that 
filters and forwards packets between network segments. 
Switches typically operate at the data link layer and some- 
times the network layer and therefore support virtually any 
packet protocol. 

In one embodiment, the target network devices 12, 14, 16 
and the server network devices 20, 22, 24 include a location 
application 26 with plural software modules. The multiple 
software modules may be implemented in firmware, hard- 
ware or any combination thereof. In one embodiment, the 
target network devices 12, 14, 16 may include a plug-in 28 for 
a browser with plural software modules. In another embodi- 
ment, the plural target network devices 12, 14, 16 and plural 
server devices 20, 22, 24 do not include a location application 
or browser plug-in. 

The one or more target network devices 12, 14, 16 and one 
or more server network devices 20, 22, 24 may communicate 
with each other and other network devices with near field 
communications (NFC) and/or machine-to-machine (M2M) 
communications. 

“Near field communication (МЕС)? is a set of standards for 
smartphones and similar devices to establish radio commu- 
nication with each other by touching them together or bring- 
ing them into close proximity, usually no more than a few 
centimeters. Present and anticipated applications include 
contactless transactions, data exchange, and simplified setup 
of more complex communications such as Wi-Fi. Communi- 
cation is also possible between an NFC device and an unpow- 
ered NFC chip, called a “tag” including radio frequency iden- 
tifier (RFID) tags. 

NFC standards cover communications protocols and data 
exchange formats, and are based on existing radio-frequency 
identification (RFID) standards including ISO/IEC 14443 
and FeliCa. These standards include ISO/IEC 1809 and those 
defined by the NFC Forum, all of which are incorporated by 
reference. 

“Machine to machine (M2M)” refers to technologies that 
allow both wireless and wired systems to communicate with 
other devices of the same ability. M2M uses a device to 
capture an event (such as option purchase, etc.), which is 
relayed through a network (wireless, wired cloud, etc.) to an 
application (software program), that translates the captured 
event into meaningful information. Such communication was 
originally accomplished by having a remote network of 
machines relay information back to а central hub for analysis, 
which would then be rerouted into a system like a personal 
computer. 

However, modern M2M communication has expanded 
beyond a one-to-one connection and changed into a system of 
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networks that transmits data many-to-one and many-to-many 
to plural different types of devices and appliances. The expan- 
sion of IP networks across the world has made it far easier for 
M2M communication to take place and has lessened the 
amount of power and time necessary for information to be 
communicated between machines. 

The communications network 18 also includes PAM Inter- 
face Protocol (PAM) is an interface that uses a proprietary 
protocol to retrieve the caller’s Automatic Network Identifi- 
cation (ANI) and/or Automatic Location Identification (ALI) 
from another ALI system or from a Dynamic ANI/ALI Pro- 
vider for display at the appropriate PSAP upon the answer of 
a 911/E911 call. 

The communications network 18 also includes a Common 
Alerting Protocol (CAP). CAP is an XML-based data format 
for exchanging public warnings and emergencies between 
alerting technologies. CAP allows a warning message to be 
consistently disseminated simultaneously over many warn- 
ing systems to many applications. CAP increases warning 
effectiveness and simplifies the task of activating a warning 
for responsible officials. 

Individuals can receive standardized alerts from many 
sources and configure their applications to process and 
respondto the alerts as desired. Alerts from the Department of 
Homeland Security, the Department of the Interior’s United 
States Geological Survey, and the Department of Com- 
merce's National Oceanic and Atmospheric Administration 
(NOAA), and state and local government agencies can all be 
received in the same format, by the same application. That 
application can, for example, sound different alarms based on 
the information received. 

By normalizing alert data across threats, jurisdictions, and 
warning systems, CAP also can be used to detect trends and 
patterns in warning activity, such as trends that might indicate 
an undetected hazard or hostile act. From a procedural per- 
spective, CAP reinforces a research-based template for effec- 
tive warning message content and structure. 

The CAP data structure is backward-compatible with 
existing alert formats including the Specific Area Message 
Encoding (SAME) used in Weatheradio and the broadcast 
Emergency Alert System as well as new technology such as 
the Commercial Mobile Alert System (CMAS). 

The communications network 18 also includes a Wireless 
Emergency Service Protocol E2 Interface for interoperable 
operation ofthe E2 interface over Transmission Control Pro- 
tocol (TCP)/Internet Protocol (IP) (TCP/IP). This interface is 
between the Mobile Positioning Center (MPC)/Global 
Mobile Location Center (GMLC) and the Emergency Man- 
agement Systems (EMSE) as defined in R45.2's TIA/EIA/J- 
STD-036-A. 

The communications network 18 may also include one or 
more servers or access points (AP) including wired and wire- 
less access points (WiAP) (e.g., 20). 

The communications network 18 includes data networks 
using the Transmission Control Protocol (TCP), User Data- 
gram Protocol (UDP), Internet Protocol (IP) and other data 
protocols. 

The communications network 18 may also include wired 
interfaces connecting portions of a PSTN or cable television 
network that connect the target network devices 12, 14, 16 via 
the Public Switched Telephone Network (PSTN) or a cable 
television network (CATV) including high definition televi- 
sion (HDTV) that connect the target network devices 12, 14, 
16 via one or more twisted pairs of copper wires, digital 
subscriber lines (e.g. DSL, ADSL, VDSL, etc.) coaxial cable, 
fiber optic cable, other connection media or other connection 
interfaces. The PSTN is any public switched telephone net- 
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work provided by AT&T, CenturyLink, FairPoint, Frontier, 
Sprint, Verizon, and other Local Exchange Carriers, etc. 

The communications network 18 may also include digital 
and analog cellular services, Commercial Mobile Radio Ser- 
vices (CMRS), including, mobile radio, paging and other 
wireless services. The communications network 18 includes a 
cellular telephone network, Personal Communications Ser- 
vices network (“PCS”), Packet Cellular Network (“PCN”), 
Global System for Mobile Communications, (“GSM”), 
Generic Packet Radio Services (“GPRS”), Cellular Digital 
Packet Data (“CDPD”). The communications network 18 
includes a Wireless Application Protocol (“WAP”) or Digital 
Audio Broadcasting (“DAB”), 802.xx.xx, Global Positioning 
System (“GPS”) and GPS map, Digital GPS (“DGPS”) or 
other type of wireless network. 

The wireless network includes, but is not limited to Code 
Division Multiple Access (“СОМА”), Time Division Mul- 
tiple Access (“TDMA”), 3G, 4G, 5G, LTE and/or other 
switched wireless technologies. 

PCS networks include network that cover a range of wire- 
less, digital communications technologies and services, 
including cordless phones, mobile phones, voice mail, pag- 
ing, faxing, mobile personal PDAs, etc. PCS devices are 
typically divided into narrowband and broadband categories. 

Narrowband devices which operate in the 900 MHz band 
of frequencies, typically provide paging, data messaging, 
faxing, and one- and two-way electronic messaging capabili- 
ties. Broadband devices, which operate in the 1850 MHz to 
1990 MHz range typically provide two-way voice, data, and 
video communications. Other wireless technologies such as 
GSM, CDMA and TDMA are typically included in the PCS 
category. 

GSM is another type of digital wireless technology widely 
used throughout Europe, in Australia, India, Africa, Asia, and 
the Middle East. GSM use is growing in the U.S. GSM is a 
wireless platform based on TDMA to digitize data. GSM 
includes not only telephony and Short Message Services 
(“SMS”) but also voice mail, call forwarding, fax, caller ID, 
Internet access, and e-mail. 

However, present invention is not limited to the frequen- 
cies and/or bandwidths described and slower, faster and other 
frequencies and/or bandwidths currently know or to be devel- 
oped can be used to practice the invention. 

SMS or “text messaging” is type of communications ser- 
vice that enables a user to allow private message communi- 
cations with another user. GSM typically operates at three 
frequency ranges: 900 MHz (GSM 900) in Europe, Asia and 
most of the rest of the world; 1800 MHz (GSM 1800 or DCS 
1800 or DCS) in a few European countries; and 1900 MHz 
(GSM 1900 also called PCS 1900 or PCS) in the United 
States. GSM also operates in a dual-band mode including 
900/1800 MHz and a tri-band mode include 900/1800/1900 
Mhz. 

Short Message Service (SMS) is a text messaging service 
component of phone, Web, or mobile communication sys- 
tems. It uses standardized communications protocols to allow 
fixed line or mobile phone or wearable mobile devices to 
exchange short text messages. 

SMS as used on modern handsets originated from radio 
telegraphy in radio memo pagers using standardized phone 
protocols. These were defined in 1985 as part of the GSM 
series of standards as a means of sending messages of up to 
160 characters to and from GSM mobile handsets. Though 
most SMS messages are mobile-to-mobile text messages, 
support for the service has expanded to include other mobile 
technologies, such as CDMA networks, as well as satellite 
and landline networks. 
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GPRS is а standard for wireless communications, which 
runs at speeds up to 150 kilo-bits-per-second (“kbit/s”). 
GPRS, which supports a wide range of bandwidths is an 
efficient use of limited bandwidth and is particularly suited 
for sending and receiving small bursts of data such as e-mail 
and Web browsing, as well as large volumes of data. 

CDPD is a wireless standard providing two-way, 19.2- 
Kbps or higher packet data transmission over existing cellular 
telephone channels. A Packet Cellular Network (“PCN”) 
includes various types of packetized cellular data. 

The communications network 18 may also include a “mesh 
network” or a “mesh sensor network.” A mesh network is a 
self-organizing networks built from plural nodes that may 
spontaneously create an impromptu network, assemble the 
network themselves, dynamically adapt to device failure and 
degradation, manage movement of nodes, and react to 
changes in task and network requirements. The plural nodes 
are reconfigurable smart sensor nodes that are self-aware, 
self-reconfigurable and autonomous. 

A mesh network is a network that employs one of two 
connection arrangements, full mesh topology or partial mesh 
topology. In the full mesh topology, each node is connected 
directly to each of the others. In the partial mesh topology, 
nodes are connected to only some, not all, of the other nodes. 
A mesh network is a network where the nodes are in close 
proximity (e.g., about few feet to about 100 feet, or about 1 
meter to about 30 meters, etc.). 

Preferred embodiments of the present invention include 
network devices and interfaces that are compliant with all or 
part of standards proposed by the Institute of Electrical and 
Electronic Engineers (IEEE), International Telecommunica- 
tions Union-Telecommunication Standardization Sector 
(ITU), European Telecommunications Standards Institute 
(ETSI), Internet Engineering Task Force (IETF), U.S. 
National Institute of Security Technology (NIST), American 
National Standard Institute (ANSI), Wireless Application 
Protocol (WAP) Forum, Data Over Cable Service Interface 
Specification (DOCSIS) Forum, Bluetooth Forum, the ADSL 
Forum, the Federal Communications Commission (FCC), the 
3rd Generation Partnership Project (3GPP), and 3GPP 
Project 2, (AGPP2) and Open Mobile Alliance (OMA). How- 
ever, network devices based on other standards could also be 
used. 

An operating environment for network devices and inter- 
faces of the present invention include a processing system 
with one or more high speed Central Processing Unit(s) 
(“CPU”) or other types of processors and a memory. In accor- 
dance with the practices of persons skilled in the art of com- 
puter programming, the present invention is described below 
with reference to acts and symbolic representations of opera- 
tions or instructions that are performed by the processing 
system, unless indicated otherwise. Such acts and operations 
or instructions are referred to as being “computer-executed,” 
“CPU executed” or “processor executed.” 

It will be appreciated that acts and symbolically repre- 
sented operations or instructions include the manipulation of 
electrical signals by the CPU. An electrical system represents 
data bits which cause a resulting transformation or reduction 
of the electrical signals, and the maintenance of data bits at 
memory locations ina memory system to thereby reconfigure 
or otherwise alter the CPU’s operation, as well as other pro- 
cessing of signals. The memory locations where data bits are 
maintained are physical locations that have particular electri- 
cal, magnetic, optical, or organic properties corresponding to 
the data bits. 

The data bits may also be maintained on a computer read- 
able medium including magnetic disks, optical disks, organic 
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memory, and any other volatile (e.g., Random Access 
Memory (“RAM”)) or non-volatile (e.g, Read-Only 
Memory (“ROM”)) mass storage system readable by the 
CPU. The computer readable medium includes cooperating 
or interconnected computer readable medium, which exist 
exclusively on the processing system or be distributed among 
multiple interconnected processing systems that may be local 
or remote to the processing system. 

The Open Systems Interconnection (“OST”) reference 
model is a layered architecture that standardizes levels of 
service and types of interaction for network devices exchang- 
ing information through a communications network. The OSI 
reference model separates network device-to-network device 
communications into seven protocol layers, or levels, each 
building- and relying—upon the standards contained in the 
levels below it. The OSI reference model includes from low- 
est-to-highest, a physical, data-link, network, transport, ses- 
sion, presentation and application layer. The lowest of the 
seven layers deals solely with hardware links; the highest 
deals with software interactions at the application-program 
level. 

The Internet Protocol reference model is a layered archi- 
tecture that standardizes levels of service for the Internet 
Protocol suite of protocols. The Internet Protocol reference 
model comprises in general from lowest-to-highest, a link, 
network, transport and application layer. 

In one embodiment of the present invention, the wireless 
and/or wired interfaces used for the plural target network 
devices 12, 14, 16 include but are not limited to, an IEEE 
802.11a, 802.11ac, 802.11b, 802.11g, 802.11n, “Wireless 
Fidelity" (“Wi-Fi”), “Worldwide Interoperability for Micro- 
wave Access" (“WiMAX”), ETSI High Performance Radio 
Metropolitan Area Network (HIPERMAN), *RF Home" Zig- 
bee, Bluetooth, Infrared, Industrial, Scientific and Medical 
(ISM), a Radio Frequency Identifier (RFID), Real-Time Text 
(RTT), or other long range or short range wireless and/or 
wired interfaces may be used to practice the invention. 

802.11b defines a short-range wireless network interface. 
The IEEE 802.11b standard defines wireless interfaces that 
provide up to 11 Mbps wireless data transmission to and from 
wireless devices over short ranges. 802.11a is an extension of 
the 802.11b and can deliver speeds up to 54M bps. 802.11g 
deliver speeds on par with 802.11a. However, other 802.11xx 
interfaces can also be used and the present invention is not 
limited to the 802.11 protocols defined. The IEEE 802.11a, 
802.11an, 802.11b, 802.11g and 802.11n standards are incor- 
porated herein by reference. 

Wi-Fi is another type of 802.11xx interface, whether 
802.11b, 802.11a, dual-band, etc. Wi-Fi devices include an 
RF interfaces such as 2.4 GHz for 802.11b or 802.11g and 5 
GHz for 802.11a. More information on Wi-Fi can be found at 
the URL “www.weca.net.” 

WiMAX is an industry trade organization formed by com- 
munications component and equipment companies to pro- 
mote and certify compatibility and interoperability of broad- 
band wireless access equipment that conforms to the IEEE 
802.16xx and ETSI HIPERMAN. HIPERMAN is the Euro- 
pean standard for МАМ. 

The IEEE The 802.16a, 802.16c, 802.16d 802.16e and 
802.16g standards are wireless MAN technology standard 
that provides a wireless alternative to cable, DSL and T1/E1 
for last mile broadband access. It is also used as complimen- 
tary technology to connect IEEE 802.11xx hot spots to the 
Internet. 

The IEEE 802.16a standard for 2-11 GHz is a wireless 
MAN technology that provides broadband wireless connec- 
tivity to fixed, portable and nomadic devices. It provides up to 
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50-kilometers of service area range, allows users to get broad- 
band connectivity without needing direct line of sight with the 
base station, and provides total data rates of up to 280 Mbps 
per base station, which is enough bandwidth to simulta- 
neously support hundreds of businesses with T1/E1-type con- 
nectivity and thousands of homes with DSL-type connectiv- 
ity with a single base station. The IEEE 802.16g provides up 
to 100 Mbps. 

The IEEE 802.16e standard is an extension to the approved 
IEEE 802.16/16a/16g standard. The purpose of 802.16e is to 
add limited mobility to the current standard which is designed 
for fixed operation. 

The ESTI HIPERMAN standard is an interoperable broad- 
band fixed wireless access standard for systems operating at 
radio frequencies between 2 GHz and 11 GHz. 

The IEEE 802.16a, 802.16d, 802.16e and 802.16g stan- 
dards are incorporated herein by reference. More information 
on WiMAX can be found at the URL “www.wimaxforu- 
m.org.” WiMAX can be used to provide a wireless local loop 
(WLP). 

The ETSI HIPERMAN standards TR 101 031, TR 101 
475, TR 101 493-1 through TR 101 493-3, TR 101 761-1 
through TR 101 761-4, TR 101 762, TR 101 763-1 through 
TR 101 763-3 and TR 101 957 are incorporated herein by 
reference. More information on ETSI standards can be found 
at the URL *www.etsi.org." 

IEEE 802.15.4 (Zigbee) is low data rate network standard 
used for mesh network devices such as sensors, interactive 
toys, smart badges, remote controls, and home automation. 
The 802.15.4 standard provides data rates of 250 kbps, 40 
kbps, and 20 kbps., two addressing modes; 16-bit short and 
64-bit IEEE addressing, support for critical latency devices, 
such as joysticks, Carrier Sense Multiple Access/Collision 
Avoidance, (CSMA-CA) channel access, automatic network 
establishment by a coordinator, fully handshaked protocol for 
transfer reliability, power management to ensure low power 
consumption for multi-month to multi-year battery usage and 
up to 16 channels in the 2.4 GHz ISM band (Worldwide), 10 
channels in the 915 MHz (US) and one channel in the 868 
MHz band (Europe). The IEEE 802.15.4-2003 standard is 
incorporated herein by reference. More information on 
802.15.4 and ZigBee can be found at the URL 
“www.ieee802.org” and “www.zigbee.org” respectively. 

Bluetooth (IEEE 802.15.1a) is a short-range radio fre- 
quency technology aimed at simplifying communications 
among network devices and between network devices. Blue- 
tooth wireless technology supports both short-range point-to- 
point and point-to-multipoint connections. The Bluetooth 
Specification, GL 11:02, March 2005, prepared by the Blue- 
tooth SIG, Inc. and the IEEE 802.15.1 a standard are incor- 
porated herein by reference. 

Infra data association (IrDA) is a short-range radio wireless 
Bluetooth or wireless infrared communications. Industrial, 
Scientific and Medical (ISM) are short-range radio wireless 
communications interfaces operating at 400 MHz, 800 MHz, 
and 900 Mhz. ISM sensors may be used to provide wireless 
information to practice the invention. 

An RFID is an automatic identification method, relying on 
storing and remotely retrieving data using devices called 
RFID tags or transponders. An RFID tag is a small object that 
can be attached to or incorporated into a product, animal, or 
person. RFID tags contain antennas to enable them to receive 
and respond to radio-frequency queries from an RFID trans- 
ceiver. Passive tags require no internal power source, whereas 
active tags require a power source. RFID sensors and/or RFID 
tags are used to provide wireless information to practice the 
invention. 
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Passive tags are powered by received radiation from a 
reading device and require no internal source of power; thus, 
they can be manufactured at very low cost and require no 
ongoing maintenance as long as they are not removed or 
physically damaged. Passive tags can only be read by a reader 
device in close proximity to the tag, which is an advantage in 
RFID-based in-building location services. 

RFID Passive tags can be manufactured in a sticker-like 
form factor and held in place by adhesive, providing very low 
installation cost; however, such an arrangement is not heat- 
resistant, and conventional mechanical mounting employing 
screws or cover plates is advisable for at least a minimal 
subset of all installed tags. 

RFID Passive tags are typically capable of providing a 
96-bit number to a tag reader: 96 bits allow 279-1079 (100 
billion billion billion) possible codes, ample to allow unique 
identification of every significant location within a building. 

RFID active tags may also be employed for location aware- 
ness. Active tags have longer range and can include more 
sophisticated functionality. In the context of this invention, 
active tags may be programmed to validate their location from 
time to time, either by reference to Global Positioning System 
(GPS) signals using very long integration times, or by inter- 
rogation of other RFID tags in their vicinity. 

ARFID tag which finds itself in an incorrect or unverified 
location is programmed to turn itself off, thus avoiding spu- 
rious location data being provided to a user; responses to 
incorrect location may also include emitting a distress signal 
which can be detected by a reader during building mainte- 
nance, or contacting a central location by direct wireless 
communications or mesh networking employing the multi- 
plicity of companion ID tags, in order to induce maintenance 
personnel to diagnose and repair the problem with the subject 
tag. 

RFID Active tags are also deployed in a mesh network that 
would allow information to pass from tag to tag. This type of 
network would allow tag and reader information to be passed 
from location to location and possibly from floor to floor to 
move the information to a central location or to the building 
wall ultimately making it easier to access. Active tag net- 
works have significant functional advantages, but are rela- 
tively expensive and maintenance-intensive compared to pas- 
sive tags. 

Real-Time Text (RTT) is text transmitted instantly as it is 
being typed or created. Recipients can immediately read the 
message while it is being written, without waiting. Real-time 
text is used for conversational text, in collaboration, and in 
live captioning. RTT technologies include TDD/TTY devices 
for the deaf, live captioning for TV, a feature enhancement in 
instant messaging, captioning for telephony/video telecon- 
ferencing, telecommunications relay services including 
Internet Protocol-relay, transcription services including 
Remote CART, TypeWell, collaborative text editing, stream- 
ing text applications, and next-generation 9-1-1/1-1-2 emer- 
gency services. 

In one embodiment, the physical location information 
includes Global Positioning System (GPS) information, 
street address information, two-dimensional (2D) geo-space 
(e.g., X, Y) (e.g., building, floor), three-dimensional (3D) (X, 
Y, Z) (e.g., building, floor, floor location (e.g., room, office, 
desk, etc.)) or other physical location information (e.g., lon- 
gitude, latitude, street address, etc.). 

The Global Positioning System (GPS) is a space-based 
global navigation satellite system (GNSS) that provides reli- 
able location and time information in all weather and at all 
times and anywhere on or near the Earth. A GPS receiver 
calculates its position by precisely timing signals sent by GPS 
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satellites. A GPS receiver uses the messages it receives to 
determine a transit time of each message and computes a 
distance to each GPS satellite 168. These distances along with 
the satellites’ locations are used with the possible aid of 
triangulation, depending on which algorithm is used, to com- 
pute a current physical position of the GPS receiver. This 
position is then displayed, perhaps with a moving map dis- 
play (e.g., at a street level, etc.) and/or latitude and longitude 
and/or elevation and/or speed and/or acceleration informa- 
tion may also be included. Many GPS units also show derived 
information such as travel direction and speed, calculated 
from position changes. The GPS coordinates include standard 
GPS, GPS map, Digital GPS (DGPS) and/or other types of 
GPS information. 

The target network devices 12, 14, 16 include a protocol 
stack with multiple layers based on the Internet Protocol or 
OSI reference model. The protocol stack is used for, but not 
limited to, data networking. The protocol stack includes, but 
is not limited to, TCP, UDP, IP, Hypertext Transfer Protocol 
(HTTP), Simple Mail Transfer Protocol (SMTP), Post Office 
Protocol version 3 (POP3), Internet Mail Access Protocol 
(IMAP), Voice-Over-IP (VoIP), Session Initiation Protocol 
(SIP), Service Location Protocol (SLP), Session Description 
Protocol (SDP), Real-time Protocol (RTP), H.323, H.324, 
Domain Name System (DNS), Authentication Authorization 
and Accounting (AAA), instant-messaging (IM), Text-over- 
ІР (ToIP), Internet Protocol version 4 (IPv4), Internet Proto- 
col Version 6 (IPv6), Hybrid dual-stack IPv6/IPv4 and other 
protocols. 

TCP provides a connection-oriented, end-to-end reliable 
protocol designed to fit into a layered hierarchy of protocols 
that support multi-network applications. For more informa- 
tion on TCP 58 see IETF RFC-793, incorporated herein by 
reference. 

UDP provides a connectionless mode of communications 
with datagrams in an interconnected set of networks. For 
more information on UDP see ITEF RFC-768, incorporated 
herein by reference. 

IP is an addressing protocol designed to route traffic within 
a network or between networks. For more information on IP 
54 see IETF RFC-791, incorporated herein by reference. An 
IP address includes four sets of numbers divided by period 
(e.g., x.x.x.x) in the range of zero to 255. An IP address is a 
unique string of numbers that identifies a device on an IP 
based network. 

HTTP is a standard protocol for communications on the 
World Wide Web. For more information on HTTP, see IETF 
RFC-2616, incorporated herein by reference. 

SMTP is a protocol for sending e-mail messages between 
devices including e-mail servers. For more information on 
SMTP, see IETF RFC-821 and RFC-2821, incorporated 
herein by reference. 

POP3 is a protocol for a protocol used to retrieve e-mail 
from a mail server. For more information on POP3, see IETF 
RFC-1939, incorporated herein by reference. 

IMAP is a protocol for retrieving e-mail messages from a 
server. For more information on IMAP, see ТЕТЕ RFC-1730, 
incorporated herein by reference. 

Media Access Control (MAC) is a data link layer protocol. 
AMAC address is a physical address ofa device connected to 
a communications network, expressed as a 48-bit hexadeci- 
mal number. A MAC address is permanently assigned to each 
unit of most types of networking hardware, such as network 
interface cards (NICs) (e.g., Ethernet cards, etc.) by manu- 
facturers at the factory. 

VoIP is a set of facilities for managing the delivery of voice 
information using IP 28 packets. In general, VoIP is used to 
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send voice information in digital form in discrete data packets 
(i.e., IP 28 packets) over data networks 18 rather than using 
traditional circuit-switched protocols used on the PSTN. 
VoIP is used on both wireless and wired data networks. 

VoIP typically comprises several applications (e.g., SIP, 
SLP, SDP, H.323, H.324, DNS, AAA, etc.) that convert a 
voice signal into a stream of packets (e.g., IP 28 packets) on 
a packet network and back again. VoIP allows voice signals to 
travel over a stream of data packets over a communications 
network 18. 

SIP supports user mobility by proxying and re-directing 
requests to a mobile node’s current location. Mobile nodes 
can register their current location. SIP is not tied to any 
particular conference control protocol. SIP is designed to be 
independent of a lower-layer transport protocol and can be 
extended. For more information on SIP, see IETF RFC-2543 
and IETF 3261, the contents of both of which are incorpo- 
rated herein by reference. 

SLP provides a scalable framework for the discovery and 
selection of network services. Using SLP, network devices 
using the Internet need little or no static configuration of 
network services for network based applications. For more 
information on SLP see IETF RFC-2608, incorporated herein 
by reference. 

SDP is a protocol for describing multimedia sessions for 
the purposes of session announcement, session invitation, 
and other forms of multimedia session initiation. For more 
information on SDP, see IETF RFC-2327, incorporated 
herein by reference. 

RTP is a protocol for end-to-end network transport func- 
tions suitable for applications transmitting real-time data, 
such as audio, video or simulation data, over multicast or 
unicast network services. For more information on RTP, see 
IETF RFC-1889, incorporated herein by reference. 

H.323 is one of main family of video conferencing recom- 
mendations for IP networks. The ITU-T H.323 standards 
entitled “Packet-based multimedia communications sys- 
tems” dated February 1998, September 1999, November 
2000 and July 2003 are incorporated herein by reference. 

H.324 is a video conferencing recommendation using 
Plain Old Telephone Service (POTS) lines. The ITU-T H.324 
standards entitled “Terminal for low bit-rate multimedia com- 
munication” dated February 1998 and March 2002 are incor- 
porated herein by reference. 

A Domain Name System (DNS) provides replicated dis- 
tributed secure hierarchical databases that hierarchically 
store resource records under domain names. For more infor- 
mation on the DNS see IETF RFC-1034, RFC-1035, RFC- 
1591, RFC-2606 and RFC-2929, the contents of all of which 
are incorporated herein by reference. 

Authentication Authorization and Accounting (AAA) 
includes a classification scheme and exchange format for 
accounting data records (e.g., for call billing, etc.). For more 
information on AAA applications, see, IETF RFC-2924, the 
contents of which are incorporated herein by reference. 

VoIP services typically need to be able to connect to tradi- 
tional circuit-switched voice networks such as those provided 
by the PSTN. Thus, VoIP is typically used with the H.323 
protocol and other multimedia protocols. H.323 and H.324 
terminals such as multimedia computers, handheld devices, 
PDAs or other devices such as non-mobile and mobile phones 
connect to existing wired and wireless communications net- 
works 18 as well as private wired and wireless networks. 

H.323 and H.324 terminals implement voice transmission 
functions and typically include at least one voice codec (e.g., 
ITU-T CODECS, G.711, G.723, G.726, G.728, G.729, GSM, 
etc.) that sends and receives packetized voice data and typi- 
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cally at least one video codec (e.g., MPEG, etc.) that sends 
and receives packetized video data). 

An Instant Message (IM) is a “short,” real-time or near- 
real-time message that is sent between two or more end user 
devices such (computers, personal digital/data assistants 
(PDAs) mobile phones, etc.) running IM client applications. 
An IM is typically a short textual message. Examples of IM 
messages include America Online’s Instant (AIM) messaging 
service, Microsoft Network (MSN) Messenger, Yahoo Mes- 
senger, and Lycos ICQ Instant Messenger, IM services pro- 
vided by telecom providers such as T-Mobile, Verizon, Sprint, 
and others that provide IM services via the Internet and other 
wired and wireless communications networks. In one 
embodiment of the present invention, the IM protocols used 
meet the requirements of Internet Engineering Task Force 
(IETF) Request For Comments (RFC)-2779, entitled “Instant 
Messaging/Presence Protocol Requirements.” However, the 
present invention is not limited to such an embodiment and 
other IM protocols not compliant with IETF RFC 2779 may 
also be used. 

Text-over-IP (ToIP) is defined IETF RFC 5194, the con- 
tents of which are incorporated herein by reference. ToIP is a 
framework for implementation of all required functions 
based on the Session Initiation Protocol (SIP) and the Real- 
Time Transport Protocol (RTP. This ToIP framework is spe- 
cifically designed to be compatible with Voice-over-IP 
(VoIP), Video-over-IP, and Multimedia-over-IP (MoIP) envi- 
ronments. This ToIP framework also builds upon, and is com- 
patible with, the high-level user requirements of deaf, hard- 
of-hearing and speech-impaired users as described in IETF 
RFC 3351. It also meets real-time text requirements of main- 
stream users. ToIP also offers an IP equivalent of analog text 
telephony services as used by deaf, hard-of-hearing, speech- 
impaired, and mainstream users. The Session Initiation Pro- 
tocol (SIP) is the protocol of choice for all the necessary 
control and signaling required for the ToIP framework. 

Internet Protocol version 6 (IPv6) is the latest version of the 
Internet Protocol (IP), the communications protocol that pro- 
vides an identification and location system for computers on 
networks and routes traffic across the Internet. IPv6 was 
developed by the IETF to deal with the long-anticipated prob- 
lem of IPv4 address exhaustion. IPv6 is described in IETF 
RFC 2460, incorporated herein by reference. IPv6 uses a 
128-bit address, allowing 2'**, or approximately 3.4x10?? 
addresses, or more than 7.9x10?? times as many as IPv4, 
which uses 32-bit addresses. IPv4 provides approximately 
4.3 billion addresses. 

Internet Protocol Version 4 (IPv4) was the first publicly 
used version of the Internet Protocol. IPv4 was developed as 
a research project by the Defense Advanced Research 
Projects Agency (DARPA), a United States Department of 
Defense agency, before becoming the foundation for the 
Internet and the World Wide Web. It is currently described by 
IETF publication RFC 791 (September 1981), the contents of 
which is incorporated by reference, which replaced an earlier 
definition (RFC 760, January 1980). IPv4 included an 
addressing system that used numerical identifiers consisting 
of 32 bits. 

Hybrid dual-stack IPv6/IPv4 implementations recognize a 
special class of addresses, the IPv4-mapped IPv6 addresses. 
In these addresses, the first 80 bits are zero, the next 16 bits are 
one, and the remaining 32 bits are the IPv4 address. 
Television Services 

Іп one embodiment, the application 26, 26' provides emer- 
gency location services from television services via the com- 
munications network 18, 18' These television services 
include digital television services, including, but not limited 
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to, cable television, satellite television, high-definition tele- 
vision, three-dimensional, televisions and other types of net- 
work devices. 

However, the present invention is not limited to such tele- 
vision services and more, fewer and/or other television ser- 
vices can be used to practice the invention. 

Internet Television Services 

Іп one embodiment, the application 26, 26' provides emer- 
gency location services from various Internet based television 
services via the communications network 18, 18'. The televi- 
sion services include Internet television, Web-TV, and/or 
Internet Protocol Television (IPTV) and/or other broadcast 
television services. 

“Internet television” allows users to choose a program or 
the television show they want to watch from an archive of 
programs or from a channel directory. The two forms of 
viewing Internet television are streaming content directly to a 
media player or simply downloading a program to a viewer’s 
set-top box, game console, computer, or other mesh network 
device. 

“Web-TV” delivers digital content via non-mesh broad- 
band and mobile networks. The digital content is streamed to 
a viewer’s set-top box, game console, computer, or other 
mesh network device. 

“Internet Protocol television (IPTV)” is a system through 
which Internet television services are delivered using the 
architecture and networking methods of the Internet Protocol 
Suite over a packet-switched network infrastructure, e.g., the 
Internet and broadband Internet access networks, instead of 
being delivered through traditional radio frequency broad- 
cast, satellite signal, and cable television formats. 

However, the present invention is not limited to such Inter- 
net Television services and more, fewer and/or other Internet 
Television services can be used to practice the invention. 
Social Networking Services 

Іп one embodiment, the application 26, 26' provides emer- 
gency location services from various social network services 
via the communications network 18, 18' to/from one or more 
social networking web-sites and/or applications (e.g., FACE- 
BOOK, YOUTUBE, TWITTER, MY-SPACE, MATCH- 
.COM, E-HARMONY, GROUPON, SOCIAL LIVING, 
PINTREST, INSTAGRAM, etc.). The social networking 
web-sites also include, but are not limited to, social coupon- 
ing sites, dating web-sites, blogs, RSS feeds, and other types 
of information web-sites in which messages can be left or 
posted for a variety of social activities. Such social network- 
ing sites include plural different proprietary and public social 
networking communications protocols for communications 
between a user and the social networking sites. Such social 
networking protocols may be used to send emergency mes- 
sages. 

However, the present invention is not limited to the social 
networking services described and other public and private 
social networking services can also be used to practice the 
invention. 

Security and Encryption 

Devices and interfaces of the present invention may 
include security and encryption for secure communications. 
Wireless Encryption Protocol (WEP) (also called “Wired 
Equivalent Privacy”) is a security protocol for WiLANs 
defined in the IEEE 802.11b standard. WEP is cryptographic 
privacy algorithm, based on the Rivest Cipher 4 (RC4) 
encryption engine, used to provide confidentiality for 
802.11b wireless data. 

RC4 is cipher designed by RSA Data Security, Inc. of 
Bedford, Mass., which can accept encryption keys of arbi- 
trary length, and is essentially a pseudo random number gen- 
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erator with an output of the generator being XORed with a 
data stream to produce encrypted data. 

One problem with WEP is that it is used at the two lowest 
layers of the OSI model, the physical layer and the data link 
layer, therefore, it does not offer end-to-end security. One 
another problem with WEP is that its encryption keys are 
static rather than dynamic. To update WEP encryption keys, 
an individual has to manually update a WEP key. WEP also 
typically uses 40-bit static keys for encryption and thus pro- 
vides “weak encryption,” making a WEP device a target of 
hackers. 

The IEEE 802.11 Working Group is working on a security 
upgrade for the 802.11 standard called “802.111.” This 
supplemental draft standard is intended to improve WiLAN 
security. It describes the encrypted transmission of data 
between systems 802.11X WiLANs. It also defines new 
encryption key protocols including the Temporal Key Integ- 
rity Protocol (TKIP). The IEEE 802.111 draft standard, ver- 
sion 4, completed Jun. 6, 2003, is incorporated herein by 
reference. 

The 802.111 is based оп 802.1x port-based authentication 
for user and device authentication. The 802.111 standard 
includes two main developments: Wi-Fi Protected Access 
(WPA) and Robust Security Network (RSN). 

WPA uses the same RC4 underlying encryption algorithm 
as WEP. However, WPA uses TKIP to improve security of 
keys used with WEP. WPA keys are derived and rotated more 
often than WEP keys and thus provide additional security. 
WPA also adds a message-integrity-check function to prevent 
packet forgeries. 

RSN uses dynamic negotiation of authentication and 
selectable encryption algorithms between wireless access 
points and wireless devices. The authentication schemes pro- 
posed in the draft standard include Extensible Authentication 
Protocol (EAP). One proposed encryption algorithm is an 
Advanced Encryption Standard (AES) encryption algorithm. 

Dynamic negotiation of authentication and encryption 
algorithms lets RSN evolve with the state ofthe art in security, 
adding algorithms to address new threats and continuing to 
provide the security necessary to protect information that 
WILANS carry. 

The NIST developed a new encryption standard, the 
Advanced Encryption Standard (AES) to keep government 
information secure. AES 1s intended to be a stronger, more 
efficient successor to Triple Data Encryption Standard 
(3DES). More information on NIST AES can be found at the 
URL “www.nist.gov/aes.” 

DES is a popular symmetric-key encryption method devel- 
oped in 1975 and standardized by ANSI in 1981 as ANSI 
X.3.92, the contents of which are incorporated herein by 
reference. 3DES is the encrypt-decrypt-encrypt (EDE) mode 
of the DES cipher algorithm. 3DES is defined in the ANSI 
standard, ANSI X9.52-1998, the contents of which are incor- 
porated herein by reference. DES modes of operation are used 
in conjunction with the NIST Federal Information Processing 
Standard (FIPS) for data encryption (FIPS 46-3, October 
1999), the contents of which are incorporated herein by ref- 
erence. 

The NIST approved a FIPS for the AES, FIPS-197. This 
standard specified “Rijndael” encryption as a FIPS-approved 
symmetric encryption algorithm that may be used by U.S. 
Government organizations (and others) to protect sensitive 
information. The NIST FIPS-197 standard (AES FIPS PUB 
197, November 2001) is incorporated herein by reference. 

The NIST approved a FIPS for U.S. Federal Government 
requirements for information technology products for sensi- 
tive but unclassified (SBU) communications. The NIST FIPS 
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Security Requirements for Cryptographic Modules (FIPS 
PUB 140-2, May 2001) is incorporated herein by reference. 

RSA is a public key encryption system which can be used 
both for encrypting messages and making digital signatures. 
The letters RSA stand for the names of the inventors: Rivest, 
Shamir and Adleman. For more information on RSA, see U.S. 
Pat. No. 4,405,829, now expired and incorporated herein by 
reference. 

“Hashing” is the transformation of a string of characters 
into a usually shorter fixed-length value or key that represents 
the original string. Hashing is used to index and retrieve items 
in a database because it is faster to find the item using the 
shorter hashed key than to find it using the original value. It is 
also used in many encryption algorithms. 

Secure Hash Algorithm (SHA), is used for computing a 
secure condensed representation of a data message or a data 
file. When a message of any length <2 bits is input, the 
SHA-1 produces a 160-bit output called a “message digest.” 
The message digest can then be input to other security tech- 
niques such as encryption, a Digital Signature Algorithm 
(DSA) and others which generates or verifies a security 
mechanism for the message. SHA-512 outputs a 512-bit mes- 
sage digest. The Secure Hash Standard, FIPS PUB 180-1, 
Apr. 17, 1995, is incorporated herein by reference. 

Message Digest-5 (MD-5) takes as input a message of 
arbitrary length and produces as output a 128-bit “message 
digest" of the input. The MDS5 algorithm is intended for 
digital signature applications, where a large file must be 
“compressed” in a secure manner before being encrypted 
with a private (secret) key under a public-key cryptosystem 
such as RSA. The IETF RFC-1321, entitled “Тһе MD5 Mes- 
sage-Digest Algorithm" is incorporated here by reference. 

Providing a way to check the integrity ofinformation trans- 
mitted over or stored in an unreliable medium such as a 
wireless network is a prime necessity in the world of open 
computing and communications. Mechanisms that provide 
such integrity check based on a secret key are called “message 
authentication codes" (MAC). Typically, message authenti- 
cation codes are used between two parties that share a secret 
key in order to validate information transmitted between 
these parties. 

Keyed Hashing for Message Authentication Codes 
(HMAC), is a mechanism for message authentication using 
cryptographic hash functions. HMAC is used with any itera- 
tive cryptographic hash function, e.g., MD5, SHA-1, SHA- 
512, etc. in combination with a secret shared key. The cryp- 
tographic strength of HMAC depends on the properties of the 
underlying hash function. The IETF RFC-2101, entitled 
“HMAC: Keyed-Hashing for Message Authentication” is 
incorporated here by reference. 

An Electronic Code Book (ECB) is a mode of operation for 
a “block cipher,’ with the characteristic that each possible 
block of plaintext has a defined corresponding cipher text 
value and vice versa. In other words, the same plaintext value 
will always result in the same cipher text value. Electronic 
Code Book is used when a volume of plaintext is separated 
into several blocks of data, each of which is then encrypted 
independently of other blocks. The Electronic Code Book has 
the ability to support a separate encryption key for each block 
type. 

Diffie and Hellman (DH) describe several different group 
methods for two parties to agree upon a shared secret in such 
a way that the secret will be unavailable to eavesdroppers. 
This secret is then converted into various types of crypto- 
graphic keys. A large number of the variants of the DH 
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method exist including ANSI X9.42. Тһе IETF RFC-2631, 
entitled “Diffie-Hellman Key Agreement Method" is incor- 
porated here by reference. 

However, the present invention is not limited to the security 
or encryption techniques described and other security or 
encryption techniques can also be used. 

The HyperText Transport Protocol (HTTP) Secure (HT- 
TPs), is a standard for encrypted communications on the 
World Wide Web. HTTPs is actually just HTTP over a Secure 
Sockets Layer (SSL). For more information on HTTP, see 
IETF RFC-2616 incorporated herein by reference. 

The SSL protocol is a protocol layer which may be placed 
between a reliable connection-oriented network layer proto- 
col (e.g. TCP/IP) and the application protocol layer (e.g. 
HTTP). SSL provides for secure communication between a 
source and destination by allowing mutual authentication, the 
use of digital signatures for integrity, and encryption for pri- 
vacy. 

The SSL protocol is designed to support a range of choices 
for specific security methods used for cryptography, message 
digests, and digital signatures. The security method are nego- 
tiated between the source and destination at the start of estab- 
lishing a protocol session. The SSL 2.0 protocol specification, 
by Kipp E. B. Hickman, 1995, is incorporated herein by 
reference. 

Transport Layer Security (TLS) provides communications 
privacy over the Internet. The protocol allows client/server 
applications to communicate over a transport layer (e.g., 
TCP) in a way that is designed to prevent eavesdropping, 
tampering, or message forgery. For more information on TLS 
see IETF RFC-2246, incorporated herein by reference. 
Device Based Location 

FIG. 2 is a flow diagram illustrating a Method 30 for 
locating a device. At Step 32, plural outbound signals are sent 
from a first mobile network device to a plural other network 
devices via a communications network. At Step 34, the first 
mobile network device receives plural inbound wireless sig- 
nals from the plural other network devices. The plural 
inbound wireless signals include a location for the first 
mobile network device ina set of pre-determined coordinates. 
At Step 36, the pre-determined coordinates are translated into 
a physical geographic location for the first mobile network 
device. 

Method 30 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment at Step 32, plural out- 
bound signals are sent from a first mobile network device 12, 
14. 16 to a plural other network devices 20, 22, 24 via a 
communications network 18. In one embodiment, the plural 
outbound signals are plural outbound wireless signals. In one 
embodiment the plural outbound signals include SIP mes- 
sages with geo-location headers and/or message bodies 
which may include SDP messages. 

At Step 34, the first mobile network device 12, 14, 16 
receives plural inbound wireless signals from the plurality of 
other network devices 20, 22, 24. In one embodiment the 
plural inbound wireless signals include SIP or SDP protocol 
messages with a geo-location information. 

The plural inbound wireless signals include a location for 
the first mobile network device 12, 14, 16 in a set of pre- 
determined coordinates. In one embodiment, the set of pre- 
determined coordinates are (X, Y, Z) and/or (X, Y) space coor- 
dinates, which are also called “geo-coordinates.” 

At Step 36, the pre-determined coordinates are translated 
into a physical geographic location for the first mobile net- 
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work device including, but not limited to, a desk and/or 
cubicle in a room on a building floor, a building floor in a 
building, a building on a street, enterprise, campus, village, 
town, city, state, country or continent or other global region, 
etc. As described herein, the physical geographic address is 
not a physical or data link layer address, but instead a loca- 
tion-based address. 

In one embodiment, the location information is constantly 
updated in real-time (e.g., milliseconds, seconds, etc.) In 
another embodiment, the location information is updated in 
non-real-time time frames (e.g., hours, days, etc.). If the first 
mobile network device moves, a notification is sent to the 
other network devices 20, 22, 24 via the communications 
network. 

Thus, the target device 12, 14, 16 always knows its geo- 
location. If the target device 12, 14, 16 is a dumb device, a 
location server 20, 22, 24 acts a proxy for the dumb device and 
the location server, 22, 22, 24 always know the geo-location 
of the dumb device even though the dumb device may not 
know its own location. 

In one embodiment, the first mobile network device 12, 14 
includes application 26 as software on a Universal Serial Bus 
(USB) device that is plugged into the device. In one embodi- 
ment, the USB device includes a wireless radio transceiver 
chip. In another embodiment, the first mobile network device 
12, 14 may already include a wireless radio transceiver. In 
such an embodiment, the USB device may only include appli- 
cation 26. 

Inone embodiment, the USB port provides the power to the 
transceiver chip. The transceiver chip uses low power “heart- 
beat" communications with wireless transceivers that are 
strategic located throughout an enterprise, building, campus, 
village, town, city, state, country or continent or other global 
region. Software application 26 in the USB device processes 
the return signals from the other wireless transceivers in such 
way as to determine the location of the first mobile network 
device 12, 14 in geo-space. 

Emergency Device Based Location 

FIG. 3 is a flow diagram illustrating a Method 38 for 
locating a device in an emergency. At Step 40, a set of pre- 
determined coordinates received from plural other network 
devices are translated into a current physical geographic loca- 
tion for a first mobile network device. At Step 42, the physical 
geographical location is added to a message used to initiate an 
emergency communication. At Step 44, the emergency com- 
munication is initiated from the first mobile network device 
using the message including the physical geographic location 
of the first mobile network device. 

Method 38 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment at Step 40, a set of 
coordinates in geo-space received from plural other network 
devices 20, 22, 24 are translated into a current physical geo- 
graphic location for a first mobile network device, 12, 14, 16. 

In one embodiment, the current physical geographic loca- 
tion for the first mobile network device 12, 14, 16, includes, 
but not limited to, a room on a building floor, a building floor 
in a building, a building on a street, enterprise, campus, vil- 
lage, town, city, state, country or continent or other global 
region, etc. 

At Step 42, the current physical geographical location is 
added to a SIP geo-location header and/or message body used 
to initiate an E911 emergency communication. 

E911 stands for "Enhanced 911" which is a system that 
provides a data event (i.e., including location information, 
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etc.) along with а voice event (1.е., an emergency voice call, 
etc.) or a data event (e.g., text-to-911, etc.). 

At Step 44, the E911 emergency communication is initi- 
ated from the first mobile network device 12, 14, 16 using the 
SIP geo-location header and/or message body including the 
physical geographic location of the first mobile network 
device 12, 14, 16. 

FIG. 4 is a flow diagram illustrating a Method 46 for 
locating a device. At Step 48, a first mobile network device 
periodically sends a set of pre-determined coordinates 
received from plural other network devices to a network 
server via a communications network. At Step 50, the net- 
work server translates the set of pre-determined coordinates 
into a current physical geographic location for a first mobile 
network device. At Step 52, the network server receives an 
emergency message from the first mobile network device 
indicating an emergency has occurred. At Step 54, the net- 
work server returns the current physical geographic location 
for the first mobile network device in a message. 

Method 46 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment at Step 48, a first mobile 
network device 12, 14, 16 periodically sends a set of coordi- 
nates geo-space received from plural other network devices 
20, 22 to a network server 24 via the communications network 
18. 

For example, the first mobile network device 12, 14, 16 
periodically updates, either on a scheduled basis or on an 
event basis (e.g., physical movement of the device) its r geo- 
coordinates to a centralized location tracing management 
system 24 using HTTP, IP, cellular, RFID, 802.xx.xx, or other 
wireless or other data transmission protocols. 

At Step 50, the network server 24 translates the set of 
geo-space coordinates into a current physical geographic 
location for a first mobile network device 12, 14, 16. 

The centralized management tracing system 24 translates 
the geo-space coordinates into a current physical geographic 
location that can be responded to by emergency responders 
such a police, fire, military, etc. The centralized management 
tracing system 24 also provides access to current physical 
geographic location information via the communications net- 
work 18 with a web-interface or other interface useable by 
emergency personnel. 

At Step 52, the network server 24 receives an emergency 
message from the first mobile network device 12, 14, 16 
indicating an emergency event has occurred. 

In one embodiment, at Step 54, the network server 24 
returns the current physical geographic location for the first 
mobile network device 12, 14, 16 ina SIP geo-location header 
and/or message body that can be used to initiate an E911 
emergency call from the first mobile network device 12, 14, 
16. 

In another embodiment, upon an emergency call, the cen- 
tralized management tracing system 24 provides the current 
physical geographic location of the first network device 12, 
14, 16 back to the first mobile network device in a message 
other than a SIP geo-location header and/or message body 
(e.g., IP, IM, cellular, 802.xx.xx, RFID, etc.). 

In another embodiment, the centralized management trac- 
ing system 24 also provides the current physical geographic 
location of the first mobile network device 12, 14, 16 to 
emergency personnel using a variety of methods including, 
but not limited to those illustrated in Table 1. 
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TABLE 1 


а. Providing a SIP messages to initiate ап E911 communications to 
communications network 18 for the first mobile network device 12, 
14, 16, that describes the physical location of the first 
mobile network device 12, 14, 16; or 

b. Updating tables in call servers and network edge devices on 
the communications network 18 used by the E911 system to 
process an E911 communications from a mobile network device 
to allow the first mobile network device 12, 14, 16, to be 
located when it initiates an E911 communications. 


Locating a Device Using Existing Wireless Networks 

FIG. 5 is a flow diagram illustrating a Method 56 for 
locating a device using existing wireless networks. At Step 
58, a first mobile network device periodically sends plural 
outbound wireless signals to plural other network devices on 
one or more wireless communications networks. At Step 60, 
the first mobile network device periodically receives plural 
inbound wireless signals from the plural other network 
devices on the one or more wireless communications net- 
works. At Step 62, the plural inbound wireless signals are 
used to determine a pre-determined set of coordinates for the 
first mobile network device. 

Method 56 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment at Step 58, a first mobile 
network device 12, 14, 16 periodically sends plural outbound 
wireless signals to plural other network devices 20, 22, 24 on 
one or more wireless communications networks 18. 

At Step 60, the first mobile network device 12, 14, 16 
periodically receives plural inbound wireless signals from the 
plural other network devices 20, 22, 24 on the one or more 
wireless communications networks 18. 

At Step 62, the plural inbound wireless signals are used to 
determine а set of coordinates in geo-space for the first mobile 
network device 12, 14, 16. 

In one embodiment, a transceiver chip in the first mobile 
network device 12, 14, 16, is used to poll existing WiFi, 
WiMax, 802.xx.xx, cellular, RFID, mesh and other wireless 
networks to determine its geo-space. The application 26 uses 
a variety of methods to determine location in geo-space 
including triangulation, signal strength, orthogonality, etc. 
The location is constantly updated and the first mobile net- 
work device 12, 14, 16 always knows its geo-location. 

“Triangulation” is the process of determining a location of 
a point by, measuring angles to it from known points at either 
end ofa fixed baseline, rather than measuring distances to the 
point directly (e.g., trilateration). The point can then be fixed 
as the third point of a triangle with one known side and two 
known angles. 

“Orthogonality” is process of relating two signal at right 
angles to one another (i.e., perpendicularity, etc.), and the 
generalization of this relation into dimensions; and to a vari- 
ety other relations non-overlapping, independent objects of 
some kind. 

Inone embodiment, the plural inbound wireless signals are 
used for Peer-to-Peer location determination ofother network 
devices on the communications network. 

FIG. 6 is a flow diagram illustrating a Method 64 for 
locating a device in an emergency. At Step 66, a set of pre- 
determined coordinates determined from plural received 
inbound wireless signals are translated into a current physical 
geographic location for a first mobile network device. At Step 
68, the physical geographical location is added to a message 
used to initiate an emergency communication. At Step 70, the 
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emergency communication is initiated from the first mobile 
network device using the message including the physical 
geographic location of the first mobile network device. 

Method 64 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment at Step 66 a set of 
coordinates in geo-space is determined from plural received 
inbound wireless signals are translated into a current physical 
geographic location for a first mobile network device 12, 14, 
16. 

At Step 68, the physical geographical location is added to 
a SIP geolocation header and/or message body used to initiate 
an emergency E911 communication. 

At Step 70, the E911 emergency communication is initi- 
ated from the first mobile network device 12, 14, 16 using the 
SIP geo-location header and/or message body including the 
physical geographic location of the first mobile network 
device 12, 14, 16. 

FIG. 7 is a flow diagram illustrating a Method 72 for 
locating a device in a emergency. At Step 74, a first mobile 
network device periodically sends a set of pre-determined 
coordinates derived from one or more other wireless net- 
works to a network server via a communications network. At 
Step 76, the network server translates the set of pre-deter- 
mined coordinates into a current physical geographic location 
for a first mobile network device. At Step 78, the network 
server receives an emergency message from the first mobile 
network device indicating an emergency has occurred. At 
Step 80, the network server returns the current physical geo- 
graphic location for the first mobile network device in a 
message. 

Method 72 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment at Step 74, a first mobile 
network device 12, 14, 16 periodically sends a set of coordi- 
nates in geo-space derived from one or more other wireless 
communications networks 18. 

For example, the first mobile network device 12, 14, 16 
periodically updates, either on a scheduled basis or on an 
event basis (e.g., physical movement of the device) its geo- 
coordinates to a centralized location tracing management 
system 24 using HTTP, IP, SIP, SDP, or other wireless or other 
data transmission protocols. 

At Step 76, the network server 24 translates the set of 
geo-space coordinates into a current physical geographic 
location for a first mobile network device 12, 14, 16. 

The centralized management tracing system 24 translates 
the X,Y and Z coordinates into a current physical geographic 
location that can be responded to by emergency responders 
such a police, fire, military, etc. The centralized management 
tracing system 24 also provides access to current physical 
geographic location information via the communications net- 
work 18 with a web-interface or other interface useable by 
emergency personnel. 

At Step 78, the network server 24 receives an emergency 
message from the first mobile network device 12, 14, 16 
indicating an emergency has occurred. 

In one embodiment, at Step 80, the network server 24 
returns the current physical geographic location for the first 
mobile network device 12, 14, 16 ina SIP geo-location header 
and/or message body that can be used to initiate an E911 
emergency call from the first mobile network device 12, 14, 
16. 
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Іп another embodiment, upon an emergency call, the cen- 
tralized management tracing system 24 provides the current 
physical geographic location of the first network device 12, 
14, 16 back to the first mobile network device in a message 
other than a SIP message (e.g., IP, etc.). 

Іп another embodiment, the centralized management trac- 
ing system 24 also provides the current physical geographic 
location of the first mobile network device 12, 14, 16 to 
emergency personnel using a variety of methods including, 
but not limited to those illustrated in Table 2. 


TABLE 2 


a. Providing a SIP geo-location header and/or message bodies to 
initiate an E911 communications to communications network 18 
for the first mobile network device 12, 14, 16, that describes 
the physical location of the first mobile network device 12, 14, 16; or 
b. Updating tables in call servers and network edge devices on the 
communications network 18 used by the E911 system to process 
an E911 communications from a mobile network device to allow the 
first mobile network device 12, 14, 16, to be located when it 
initiates an E911 communications. 


Emergency Location Information Service (E-LIS) 

FIG. 8 is a flow diagram illustrating a Method 82 for 
locating a device using existing wireless networks. At Step 
84, a wireless access point sends plural outbound signals to 
plural wireless network devices connected to a wireless com- 
munications network. At Step 86, the wireless access point 
receives plural inbound signals from the plural wireless net- 
work devices. At Step 88, the wireless access point deter- 
mines a set of pre-determined coordinates for the plural wire- 
less network devices. At Step 90, the wireless access point 
determines a set of physical geographic locations using the 
determined set of pre-determined coordinates for the plural 
wireless network devices. The plural physical locations are 
used to locate the plural wireless network devices when an 
emergency event occurs. 

In one embodiment, Method 82 further includes Step 91. 
At Step 91, the wireless access point sends the set plural 
physical locations for the plural network networks to a server 
device to allow a physical geographic location to be deter- 
mined for the plural network devices. However, Method 82 
can be practiced with or without Step 91. 

Method 82 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

Іп such an exemplary embodiment at Step 84, a wireless 
access point 24 sends plural outbound signals to plural wire- 
less network devices 12, 14, 16 connected to a wireless com- 
munications network 18. 

In one embodiment the plural outbound signals include 
plural SIP geo-location header and/or message bodies or 
other protocol messages. 

Іп one embodiment the wireless access point 24 includes а 
server device. In another embodiment, the wireless access 
point 24 does not include a server device. In such an embodi- 
ment the wireless access point 24 comprises a proxy for dumb 
devices. 

In one embodiment, the plural wireless network devices 
12, 14, 16 include unique identifiers. (e.g., IP and MAC 
address, MAC address, URI, etc.). At Step 86, the wireless 
access points sends out the plural outbound signals to “ping” 
the plural network devices device and then measures a return 
signal strength, a return time delay, a return orthogonal to 
determine the geo-coordinates of the plural wire network 
devices. In such an embodiment, the plural wireless network 
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devices periodically send out an electronic heartbeat with a 
timestamp to the wireless access point via the communica- 
tions network 18. However, the present invention is not lim- 
ited to this embodiment and other embodiments can also be 
used to practice the invention. 

At Step 86, the wireless access point 24 receives plural 
inbound signals from the plural wireless network devices 12, 
14, 16. 

In one embodiment, the plural inbound signals and plural 
outbound signals include, but are not limited to, SIP, SDP, IP, 
MAC, CMRS, cellular telephone, PCS, PCN, GSM, GPRS, 
CDPD, WAP DAB, Wi-Fi, WiMAX, IEEE 802.11xx, GPS, 
GPS map, DGPS, IM, SMS, RFID or Zigbee signals. How- 
ever, the present invention is not limited to this embodiment 
and other inbound and outbound signals can be used to prac- 
tice the invention. 

However, the present invention is not limited to this 
embodiment and other inbound and outbound signals can be 
used to practice the invention. 

In one embodiment at Step 90, the wireless access point 24 
determines a set of geo-coordinates and an identifier includ- 
ing an IP address and a MAC address for the plural wireless 
network devices 12, 14, 16. 

In another embodiment, at Step 90, the wireless access 
point 24 determines a set of geo-coordinates using a unique 
identifier pre-assigned to the plural wireless network devices 
12, 14, 16. This unique identifier does not include an IP 
address or a MAC address. In one embodiment the unique 
identifier is included in an E-Location Object. 

In one embodiment, the E-Location Object includes an 
Extensible Markup Language (XML) object extension to a 
Presence Information Data Format (e.g., PIDF-LO) as 
defined in RFC-4119, the information used in current pres- 
ence-based systems, like IM (or SMS). For more information 
see IETF RFC-4119, incorporated by reference. 

In another embodiment, the unique identifier includes a 
Uniform Resource Identifier (URI). A URI is a unique 
address of a network resource that is unique across the whole 
network it is used on. A URI is the unique identifier used to 
access the resource on a network. 

In one embodiment a URI used herein for a network device 
12, 14, 16 is unique across all wired and wireless communi- 
cation networks the network device is used on. 

In another embodiment, the unique identifier includes a 
specialized E911-based unique identifier. The specialized 
E911 identifier is similar to the URI but is emergency event 
specific. However, the present invention is not limited to these 
unique identifier and other identifiers can also be used to 
practice the invention. 

At Step 90, the wireless access point 24 determines a set of 
physical geographic locations for the plural wireless network 
devices 12, 14, 16. The plural physical geographic locations 
are usedto locate the plural wireless network devices when an 
emergency event occurs, such as an E911 call. In another 
embodiment, the plural physical geographic locations are 
used to locate the plural wireless network devices 12, 14, 16 
during non-emergency situations. 

Inone embodiment, at Step 91, the wireless access point 20 
sends a set of geo-coordinates and an identifier including an 
IP address and a MAC address for the plural network devices 
12, 14, 16 to a server device 24 to allow a physical geographic 
location to be determined for the plural network devices 12, 
14, 16 on the server device 24. 

In another embodiment at Step 91, the wireless access 
point 20 sends the unique identifier for the plural network 
devices 12, 14, 16 to a server device 24 to allow a physical 
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geographic location to be determined for the plural network 
devices 12, 14, 16 on the server device 24. 

In such embodiments, both the wireless access point 20 and 
the server device 24 have physical geographic location of the 
plural network devices 12, 14, 16. 

In another embodiment, Method 82 is practiced with wired 
devices, a wired access point and a wired communications 
network 18. In another embodiment, Method 82 is practiced 
with a combination of wireless and wired devices and wired 
and wireless communications networks. 

Іп another embodiment, a geo-coordinates in (X, Y and/or 
Z) space is used in place of the physical geographic location. 
In such an embodiment, the geo-coordinates may be further 
translated or used by other devices to determine a device 
location. 

FIG. 9 is a flow diagram illustrating a Method 92 for 
locating a device in an emergency. At Step 94, a network 
server receives an emergency message from a first mobile 
network device via a communications network indicating an 
emergency event has occurred. At Step 96, the network server 
information translates information from the emergency mes- 
sage into a current physical geographic location for a first 
mobile network device. The emergency message includes a 
unique identifier for the first mobile network device and the 
unique identifier is used to access information about the first 
mobile network device. At Step 98, the network server returns 
the current physical geographic location for the first mobile 
network device in a signal via the communications network. 

Method 92 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

Іп such an exemplary embodiment at Step 94, a network 
server 24 receives an emergency message from a first mobile 
network device (e.g., 12) via the communications network 18 
indicating an emergency event (e.g., fire, accident, injury, 
criminal event, etc.) has occurred. 

In one embodiment, the emergency message is a E911 
communication event. In another embodiment, the emer- 
gency message is a non-emergency message. 

Іп one embodiment the emergency message includes a SIP 
geo-location header and/or message body with a geo-location 
header. The geo-location header includes a PIDF-LO exten- 
sion (1.е., RFC-4119) for the device. When a PIDF-LO is 
present, the header will indicate to SIP proxies along the call 
path where in the message body the PIDF-LO can be found, 
otherwise the geo-location header will have the SIP URI (1.e., 
address) of the E-LIS where the device’s location is stored. 

In another embodiment, the emergency message includes а 
SIP geo-location header and/or message body without a 
PIDF-LO extension. In another embodiment, the emergency 
message includes an E911 message. 

At Step 96, the network server 24 translates information 
from the emergency message into a current physical geo- 
graphic location for a first mobile network device 12. 

In one embodiment, the network server 24 translates a set 
of coordinates in geo-space in the emergency message or 
retrieves from database 24 a set of previously stored coordi- 
nates for the first mobile network device 12 and the unique 
identifier includes an IP address and MAC address into a 
current physical geographic location for the first mobile net- 
work device 12, and writes this information back to the first 
mobile network device 12 in a management data message or 
management data stream over the wireless communications 
network 18. 

In another embodiment, the network server 24 translates 
the unique identifier for the first mobile network device 12 
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into a current physical geographic location for the first mobile 
network device 12. The unique identifier includes a URI for 
the first mobile network device 12. 

In another embodiment, the network server 24 translates a 
unique identifier for the first mobile network device 12 into a 
current physical geographic location for the first mobile net- 
work device 12 and the unique identifier is used for a look-up 
of a ten digit emergency location identification number 
(ELIN) number that will be sent out in the event of a E911 call 
for the first mobile network device 12. 

In another embodiment, the network server 24 translates a 
set of coordinates in geo-space in the emergency message or 
retrieves from database 24' a set of previously stored current 
physical geographical location for the first mobile network 
device 12 and writes this information back to the first mobile 
network device 12 in a management data stream over the 
wireless communications network 18. 

In another embodiment, the first mobile network device is 
a first non-mobile network device. 

In one embodiment, the emergency message is an emer- 
gency message sent over a wireless interface. In one embodi- 
ment, the wireless interfaces include, but are not limited to, 
CMRS, cellular telephone, PCS, PCN, GSM, GPRS, CDPD, 
WAP DAB, Wi-Fi, WiMAX, IEEE 802.11xx, GPS, GPS шар, 
DGPS, IM, SMS, RFID or Zigbee wireless interfaces. How- 
ever, the present invention is not limited to this embodiment 
and other wireless interfaces can be used to practice the 
invention. 

In another embodiment, the emergency message is an 
emergency message sent over a wired interface. In another 
embodiment, the emergency message is an non-emergency 
message. 

FIG. 10 is a flow diagram illustrating a Method 100 for an 
emergency location information service (E-LIS). At Step 
102, a network server device sends plural outbound signals to 
plural network devices connected to a communications net- 
work. At Step 104, the network server device receives plural 
inbound signals from the plural network devices. At Step 106, 
the network server device determines a type of device for the 
plural network devices. The type of device is used to deter- 
mine a physical geographic location for the plural network 
devices when an emergency event occurs. 

Method 100 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In one embodiment, the plural inbound and outbound sig- 
nals include, but are not limited to, SIP geo-location header 
and/or message bodies. 

In one embodiment the plural outbound and plural inbound 
signals are sent securely to and received securely from the 
communications network 18. 

In one embodiment, plural inbound and outbound signals 
comprise wireless signals include, but are not limited to, 
CMRS, cellular telephone, PCS, PCN, GSM, GPRS, CDPD, 
WAP, DAB, Wi-Fi, WiMAX, IEEE 802.11xx, GPS, GPS 
map, DGPS, IM, SMS, RFID or Zigbee wireless signals. 

In one embodiment, the plural inbound and outbound sig- 
nals comprise wired signals include, but are not limited to, 
CATV, HDTV, DSL, ADSL, VDSL, еіс., coaxial or fiber optic 
signals. 

In such an exemplary embodiment, at Step 102 a network 
server device 24 sends plural outbound signals to plural wired 
or wireless target network devices 12, 14, 16 connected to a 
wired or wireless communications network 18. 
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At Step 104, the network server device 24 receives plural 
inbound signals from the plural target network devices 12, 14, 
16. 

Іп one embodiment at Step 106, the network server device 
24 determines a device type for the plural wireless or wired 
target network devices 12, 14, 16 to allow a current physical 
geographic location to be determined for the plural wireless 
or wired target network devices 12, 14, 16 in an emergency 
event situation. 

Іп one embodiment, at Step 106, the network server device 
24 determines a device type using at least the items illustrated 
in Table 3. 


TABLE 3 


а. a location determination of IP and БІР softphone client 
devices external to an enterprise network. 

b. a location determination of IP and SIP devices within an 
enterprise data network. 

E a location determination of IP and SIP devices on WiFi, WIMAX 

other 802.xx.xx networks. 

d. a location determination for IP and SIP devices using location 
positioning chipsets (GPS, etc. ). 


е. a location determination for geo-coordinate devices on wireless 
networks 

f. a location determination for geo-coordinate devices on wired 
networks 


In on embodiment, the device type includes a smart net- 
work device that stores its own location information or a 
dumb target network device that does not store its own loca- 
tion information. If the device type is a dumb target network 
device, then the server network device includes a proxy server 
device to store location information for the dumb target net- 
work device. 

In one embodiment, the emergency event is an E911 com- 
munication event. In another embodiment, the emergency 
message is an non-emergency event. 

FIG. 11 is a flow diagram illustrating a Method 108 for a 
location information system. At Step 110, a network server 
device determines a type of device for the plural target net- 
work devices. At Step 112, the network server device sends 
the plural device types to plural other server network devices 
to allow a physical geographic location to be determined for 
the plural target network devices when an emergency event 
Occurs. 

Method 108 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment, at Step 110, the net- 
work server device 24 determines IP based network devices 
and SIP based network devices for the plural wireless or 
wired target network devices 12, 14, 16 to allow a current 
physical geographic location to be determined for the plural 
wireless or wired target network devices 12, 14, 16 in an 
emergency situation. However, the present invention is not 
limited to IP and SIP based network devices and the network 
server device 24 can be used to determine othertypes oftarget 
network devices. 

At Step 112, the network server device 24 sends the plural 
device types to plural other server network devices 20, 22 to 
allow a physical geographic location to be determined for the 
plural target network devices 12, 14, 16 when an emergency 
event occurs. In one embodiment, the emergency event is a 
E911 communication event. 

Inanother embodiment, the network server device 24 sends 
the plural device types to plural other server network devices 
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20, 22 to allow a physical geographic location to be deter- 
mined for the plural target network devices 12, 14, 16 when 
non-emergency event occurs. 

Іп one embodiment, at Step 112, the network server device 
24 sends physical geographic location data to ancillary net- 
work infrastructure devices that may store, manage or for- 
ward physical location data including, but not limited to those 
listed in Table 4. 


TABLE 4 


IP Private Branch Exchanges (PBXs) 

SIP servers and SIP call servers 

Session Border Controllers 

Wireless Access Points (WiAPs) 

Wireless LAN switches 

Wireless network management software and systems 
LAN switches 

Routers and Bridges 

Dynamic Host Configuration Protocol (DHCP) servers 
Other network applications that consolidate location data for devices 
Mobile Positing Centers 

Gateway Mobile Location Centers 
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The server network device 24 also includes an application 
26 with software to convert geo-coded location data to physi- 
cal location or physical maps. 

The server network device 24 also includes an application 
26 for reading and writing data to external databases, appli- 
cations, systems including, but not limited to, those illustrated 
in Table 5. 


TABLE 5 


Automatic Location Identification (ALI) Databases that are hosted by 
Regional Bell Operating Companies, ILECs, CLECs 
VoIP Positioning Centers 

Mobile Positioning Centers 

Gateway Mobile Location Centers 

Selective router networks 

Master Street Address Guide (MSAG) validation systems 
Other databases 

Provisioning databases and provisioning applications 
Billing Systems, applications and databases 

Corporate database 

Caller ID databases 

E911 databases 


в 


crore њо ро с 


In one embodiment, the server network device 24 also 
includes an application 26 for notification of events, sched- 
uling of tasks, issuing reports on system logs and system 
performance and activity and a graphical user interface 
(GUIs) for softphone and device location identification by the 
end user. 

FIG. 12 is a flow diagram illustrating a Method 114 for an 
emergency location information system (E-LIS). At Step 116, 
awireless emergency message is received on a network server 
device with one or more processors from an application on a 
first mobile network device with one or more processors via a 
wireless communications network indicating an emergency 
event has occurred with the first mobile network device. At 
Step 118, the network server device determines from the 
emergency message a current physical geographic location 
for the first mobile network device. The emergency message 
includes a unique identifier for the first mobile network 
device on the wireless communications network and the 
unique identifier is used to access and verify location infor- 
mation about the first mobile network device in current three 
dimensional (3D) (X,Y,Z) geo-space coordinates at the cur- 
rent physical geographic location. At Step 120, the network 
server device returns to a desired emergency response server 
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with one or more processors the current physical geographic 
location for the first mobile network device. 

Method 114 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

Іп such an exemplary embodiment, at Step 116, a wireless 
emergency message is received on a network server device 24 
with one or more processors from an application 26 оп а first 
mobile network device 12, 14, 16 with one or more processors 
via a wireless communications network 18 indicating an 
emergency event has occurred with the first mobile network 
device 12, 14, 16. 

At Step 118, the network server device 24 determines from 
the emergency message a current physical geographic loca- 
tion for the first mobile network device 12, 14, 16. The emer- 
gency message includes a unique identifier (e.g., URI, XML 
object, etc.) for the first mobile network device on the wire- 
less communications network 18 and the unique identifier is 
used to access and verify location information about the first 
mobile network device 12, 14, 16 incurrent three dimensional 
(3D) (X, Y, Z) geo-space coordinates at the current physical 
geographic location. 

At Step 120, the network server device 24 returns to a 
desired emergency response server with one or more proces- 
sors the current physical geographic location for the first 
mobile network device 12, 14, 16. 

In one embodiment, the first mobile network device 12, 14, 
16 includes a smart network device comprising a smart phone 
or a tablet computer. In one embodiment, the application 26 
includes a smart application for a smart phone or a tablet 
computer. 

Іп one embodiment, the emergency event includes an acci- 
dent, event, fire event, terrorist attack event, military event, 
crime event, weather event, etc. 

In one embodiment, the emergency event is detected by an 
accelerometer and/or a temperature sensor integral and/or 
internal to the first mobile network device 12, 14, 16. In 
another embodiment, the emergency event is detected by an 
accelerometer and/or a temperature sensor external (e.g., con- 
nected via USB port, not connected directly but receiving 
communications (e.g., RFID sensor, ISM sensor, etc.)) and in 
communications with to the first mobile network device 12, 
14, 16. For example, the accelerometer may detect an impact 
and/or the temperature sensor may detect a fire, etc. 

However, the present invention is not limited to these emer- 
gency events and/or sensors and more, fewer and/or other 
types of emergency events and/or sensors can be used to 
practice the invention. 

In one embodiment, the emergency event further includes 
other types of emergencies including: locating children or 
medical patients based on a triggering event causing commu- 
nications to an intermediate service provider (e.g., hospital, 
private nurse company, etc.) and/or an intruder in a school; 
locating inanimate objects based on a triggering event caus- 
ing communications to an intermediate information receiver 
(e.g., material (e.g., via RFID tag, etc.), truck, trailer tools, 
etc.); locating sensors based on a triggering event causing 
communications to an intermediate information receiver 
(e.g., weather service, private security office, government 
security office, etc.) for a kidnapping, robbery, assault, miss- 
ing person, a criminal subject to court ordering electronic 
monitoring (e.g., a registered sex offender not allowed to be 
near a school, etc.). In such an embodiment, sensors such as 
RFID sensors and/or ISM sensors and/or other types of sen- 
sors and/or other types of target network devices and/or other 
types server network devices may also be used to provide 
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information to the target network devices 12, 14, 16 and/or 
server network devices and/or emergency server network 
devices. 

However, the present invention is not limited to these 
exemplary emergency events and more, fewer and/or other 
types of emergency events can be used to practice the inven- 
tion. 

FIG. 13 is a flow diagram illustrating a Method 122 for an 
emergency location information system (E-LIS). At Step 124, 
a location request message is received on a server network 
device to determine a current physical location for a first 
mobile network device. At Step 126, retrieve on the first 
mobile network device via one or more other server network 
devices on the wireless communications network the current 
physical location of the first mobile network device. At Step 
128, the current physical location of the first mobile network 
device is verified by comparing the retrieved current physical 
location information to stored current physical location infor- 
mation for the first mobile network device. At Step 130, the 
current physical location information for the first mobile net- 
work device is sent to the desired emergency response server. 

Method 122 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment, at Step 124, a location 
request message is received on the server network device 24 
to determine a current physical location for a first mobile 
network device 12, 14, 16. 

At Step 126, the first mobile network device 12, 14, 16 
retrieves via one or more other server network devices 20, 22, 
24 on the wireless communications network 18 the current 
physical location of the first mobile network device. 12, 14, 
16. 

In one embodiment, Step 126 includes determining a cur- 
rent physical location of the first mobile network device 12, 
14, 16. The current physical location is determined by pulling 
current physical location coordinates from the infrastructure 
of the wireless communications network 18 rather than the 
first mobile network device 12, 14, 16 periodically pushing its 
current physical location into the wireless communication 
network 18. For example: (1) In a Public Branch Exchange 
(PBX) environment, the E-LIS performs a data link Layer 2 
discovery on an IP network that serves the enterprise. This 
would correlate extensions with the coordinates for an actual 
physical location or area from where the emergency or non- 
emergency call was placed, for downstream processing (e.g., 
by emergency response servers, other network servers, etc.); 
(2) In a cellular (traditional, micro cell, data to cell, etc.) 
environment, the E-LIS queries cell site and its neighbors 
serving the first mobile network device 12, 14, 16 for pres- 
ence information ofthe first mobile network device to request 
original or updated location coordinates for the current physi- 
cal location. 

In one embodiment, no translation of location coordinates 
are completed. In another embodiment, location information 
is translated in 3D (X,Y,Z) geo-space coordinates to obtain a 
current physical location as was described above. 

In another embodiment, the automatic location request 
message is generated on the first mobile network device 12, 
14, 16 when the first mobile network device is physically 
shaken in a pre-determined pattern. For example, if a person 
was being kidnapped and still had the first mobile network 
device 12, 14, 16, the device could be turned upside and 
shaken (e.g., three rapid shakes, etc.) to automatically gener- 
ate the location request message. In such an embodiment, the 
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accelerometer in the device is used and automatically gener- 
ates automatic location request message when it is activated. 

In another embodiment, the automatic location request 
message is generated on the first mobile network device 12, 
14, 16 when a pre-determined selection input is received (e.g., 
typing in a numeric code on the virtual keypad, from a manual 
button, from a virtual button, etc.). 

However, the present invention is not limited to the pre- 
determined pattern described and other pre-determined pat- 
terns can be used to practice the invention. 

However, the present invention is not limited to the 
embodiments described for Step 126 and other embodiments 
can also be used to practice the invention. 

At Step 128, the current physical location of the first 
mobile network device 12, 14, 16 is verified by comparing the 
retrieved current physical location information to stored cur- 
rent physical location information for the first mobile net- 
work device 12, 14, 16 on the server network device 24. 

At Step 130, the current physical location information for 
the first mobile network device 12, 14, 16 is sent to the desired 
emergency response server. 

In one embodiment, first mobile network device 12, 14, 16 
periodically determines and sends the current physical loca- 
tion for the first mobile network device 12, 14, 16 to the server 
network device 24 via the wireless communications network 
18. 

Method 122 and the other methods described herein can be 
applied to emergency situations where a user of the first 
mobile network device 12, 14, 16 does not have the capability 
to initiate a call (e.g., partially incapacitated, person kid- 
napped person, etc.) The E-LIS could be used to initiate the 
tracking or locating of the first mobile network device 12, 14, 
16. It follows that this same technology could be applied to 
non-emergency events including stolen property location and 
subsequent retrieval. 

However, the present invention is not limited to the 
embodiments described and other embodiments can also be 
used to practice the invention. 

FIG. 14 is a block diagram 132 illustrating a current physi- 
cal location 134, 134' of a first mobile network device (e.g., 
12, etc.) determined with the methods and system of the 
emergency location information system (E-LIS) described 
herein. A user 136 of the first mobile network device 12 can 
also shake the device as described above to generate and 
automatic location response message as was described above. 

The methods and system described herein provide, but are 
not limited to at least: (1) location determine services for any 
network device in any wired and/or wireless access network 
(e.g., Ethernet, cable, DSL, WiFi, WiMAX, cellular, CATV, 
PSTN, mesh, ISM, RFID, 802.хх.хх, еіс.); (2) Determines а 
physical geographical location if necessary, and interface 
with any and all existing location systems (e.g., GPS, network 
triangulation, 3D (X, Y, Z) geo-space, other WiFi, WiMAX 
and other wireless tracking systems, etc.) and stores, 
manipulates, secures, and "serves up" location, in a data form 
or XML data objects (or other accepted and necessary data 
formats), to devices capable of accepting it, to location recipi- 
ents, where the service/servers stores location on behalf of 
users/devices; (3) provides current physical location service 
for any and all applications requiring it, including and espe- 
cially emergency calling service (1.е., called E911 and 911 in 
North America, and other geographic regions); and (4) and 
provides, stores, manipulates, and secure locations in either 
room/building/postal address (physical geographic location) 
format or geo-coordinates (e.g., (X, Y, Z) etc.) referent to any 
generally accepted reference datum like WGS-84 (GPS, etc.). 
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Emergency Location Information Service (E-LIS) and Emer- 
gency Message Translation 

FIGS. 15A and 15B are a flow diagram illustrating a 
Method 138 for an emergency location information system 
(E-LIS). At Step 140, a server application on network server 
device with one or more processors receives a wireless emer- 
gency message from a mobile application on a first mobile 
network device with one or more processors via a wireless 
communications network indicating an emergency event has 
occurred with the first mobile network device. The wireless 
emergency message includes a unique identifier comprising a 
specialized E911-based unique identifier for the first mobile 
network device unique across all wireless and wired commu- 
nications network and an indication a current set of 3D (X, Y, 
Z) geo-space coordinates for the first mobile network device 
is stored on one or more other server network devices and not 
on the first mobile network device. At Step 142, one or more 
request messages are sent from the server network device to 
one or more other server network devices via a second com- 
munications network to request the 3D (X,Y,Z) geo-space 
coordinates of the first mobile network device. At Step 144, 
one or more response messages are received on the server 
applicationonthe server network device from the one or more 
other server network devices via the second communications 
network including the 3D (X,Y,Z) geo-space coordinates of 
the first mobile network device. At Step 146, the server appli- 
cation on the server network device consolidates location 
information from the one or more response messages. At Step 
148, the server application on the server network device 
determines with the E911-based unique identifier and the 
current set of 3D (X,Y,Z) geo-space coordinates a current 
physical geographic location for the first mobile network 
device. At Step 150, the server application on the server 
network device verifies via the wireless communications net- 
work the first mobile network device is actually located at the 
determined current physical geographic location. At Step 
152, the server application on the server network device sends 
an emergency message via the second communications net- 
work to a desired emergency response server with one or 
more processors with the determined and verified current 
physical geographic location for the first mobile network 
device. 

Method 138 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment, at Step 140, a server 
application 26' on server network device 20 with one or more 
processors receives a wireless emergency message from a 
mobile application 26 on a first mobile network device 12 
with one or more processors via a wireless communications 
network 18 indicating an emergency event has occurred with 
the first mobile network device 12. The wireless emergency 
message includes a unique identifier comprising a specialized 
E911-based unique identifier for the first mobile network 
device 12 unique across all wireless and wired communica- 
tions network and an indication a current set of 3D (X,Y,Z) 
geo-space coordinates for the first mobile network device 12 
is stored on one or more other server network devices and not 
on the first mobile network device. 

At Step 142, one or more request messages are sent from 
the server application 26' on the server network device 20 to 
one or more other network server devices 22, 24 via a second 
communications network 18 to request the 3D (X,Y,Z) geo- 
space coordinates of the first mobile network device 12. 

In one embodiment, a Network Attachment Sub-System 
(NASS) application in the server application 20 maintains on 
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the server network device 20 information about IP-connec- 
tivity access sessions associated with mobile network devices 
12, 14, 16 connected to a communications network 18. This 
information is stored in the Connectivity Session Location 
and Repository Function (CLF) and made accessible to other 
subsystems and applications 26' through an interface called 
an E2 interface. The E2 interface enables Application Func- 
tions (AF) to retrieve IP-connectivity related session data. 
The IP-connectivity related session data helps determine a 
current location of a network device. 

In such an embodiment, the server application 26' on the 
server network device 20 uses an E2 interface to send mes- 
sage to and receive messages from the one or more other 
network server devices 22, 24. However, the present inven- 
tion is not limited to such an embodiment and other types of 
message interfaces can be used to practice the invention. 

In one embodiment, the second communications network 
18' is the same communications network as the wireless com- 
munications network 18. In another embodiment, the second 
communications network 18' is a different communications 
network (e.g., a wired communications network, a data net- 
work (e.g., IP network, etc.) etc. 

In another embodiment, location information other than 
the 3D (X,Y,Z) geo-space coordinates of the first mobile 
network device 12 can be used to practice the invention and 
the present invention is not limited the location information 
described. 

At Step 144, one or more response messages are received 
on the server application 26' on the server network device 20 
from the one or more other server network devices 22, 24 via 
the second communications network 18 including the 3D 
(X,Y,Z) geo-space coordinates of the first mobile network 
device 12. 

In one embodiment, all the 3D (X,Y,Z) geo-space coordi- 
nates of the first mobile network device are included in one 
message. In another embodiment, selected portions of the 3D 
(X,Y,Z) geo-space coordinate data for the first mobile net- 
work device 12 are included in plural different responses 
messages. In another embodiment, all the 3D (X,Y,Z) geo- 
space coordinates of the first mobile network device are 
included in plural different response messages to allow for 
verification of a location of a first mobile network device 12. 

However, the present invention is not limited to such 
embodiments and other types of location information and 
message sequences can be used to practice the invention. 

At Step 146, the server application 26' on the server net- 
work device 20 consolidates location information for the first 
mobile network device 12 from the one or more response 
messages. 

At Step 148, the server application 26' on the server net- 
work device 20 determines with the E911-based unique iden- 
tifier and the current set of 3D (X,Y,Z) geo-space coordinates 
a current physical geographic location for the first mobile 
network device 12. 

At Step 150, the server application 26' on the server net- 
work device 20 verifies via the wireless communications 
network 18 the first mobile network device 12 is actually 
located at the determined current physical geographic loca- 
tion. 

In one embodiment, the verification step includes compar- 
ing location information from the one or more response mes- 
sages received on the server application 26' on the server 
network device. In another embodiment, the verification step 
includes sending a message to the first mobile network device 
12 asking it to verify its location. In another embodiment, the 
verification step includes comparing a current location of the 
first mobile network device 12 to previous location. 
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However, the present invention is not limited to such 
embodiments and other types of verifications can be used to 
practice the invention. 

At Step 152, the server application 26' on the server net- 
work device 20 sends a emergency message via the second 
communications network 18' to a desired emergency 
response server 25 with one or more processors with the 
determined and verified current physical geographic location 
for the first mobile network device 12. 

The emergency response server 25 includes, but is not 
limited to, Public Safety Answering Point (PSAP) servers, 
legacy 911 servers, E911 servers, Emergency Services IP 
networks (ESInet) and other types of emergency response 
servers. 

However, the present invention is not limited to such 
embodiments and other types of emergency response servers 
25 can be used to practice the invention. 

FIG. 16 is a flow diagram illustrating a Method 154 for an 
emergency location information system (E-LIS). At Step 156, 
a server application on a server network device determines 
whether a desired emergency response server can receive 911 
messages from legacy 911 networks or from Emergency Ser- 
vices IP networks (ESInet). At Step 156, the server applica- 
tion on the server network device determines whether the 
emergency response message is being sent to a legacy 911 
network. If the emergency response message is being sent to 
a legacy 911 network, at Step 158, the server application on 
the server network device creates a new legacy 911 message 
with the determined physical location information for the first 
mobile network device in a format usable on the legacy 911 
network. At Step 160, the new legacy 911 message is for- 
warded from the server application on the server network 
device for transport and dissemination by the legacy 911 
network via the second communications network. If the 
emergency response message is not being sent to a legacy 911 
network, at Step 162, from the server application on the server 
network device creates a new ESInet 911 message with the 
determined physical location information for the first mobile 
network device in a in format usable on the ESInet. At Step 
164, the server application on the server network device for- 
wards, the new ESInet 911 message for transport and dissemi- 
nation by the ESInet, thereby providing transformation of 911 
messages in both inbound and outbound directions including 
transformation of emergency messages without physical 
location information included, into new 911 messages with 
determined physical location information and from a format 
usable on legacy 911 networks into to a format usable on 
ESInets and from a format usable on ESInets into a format 
usable on legacy 911 networks. 

Method 154 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment, at Step 156, a server 
application 26' on a server network device 20 determines 
whether a desired emergency response server 25 can receive 
911 messages from legacy 911 networks or from Emergency 
Services IP networks (ESInet). At Step 156, the server appli- 
cation 26' on the server network device 20 determines 
whether the emergency response message is being sent to a 
legacy 911 network. 

Ifthe emergency response message is being sent to a legacy 
911 network, at Step 158, the server application 26' on the 
server network device 20 creates a new legacy 911 message 
with the determined physical location information for the first 
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mobile network device 12 in a format usable on the legacy 
911 network (e.g., physical location information determined 
with Method 138, etc.) 

At Step 160, the new legacy 911 message is forwarded 
from the server application 26' on the server network device 
20 for transport and dissemination by the legacy 911 network 
18. 

If the emergency response message is not being sent to а 
legacy 911 network, at Step 162, from the server application 
26' on the server network device 20 creates a new ESInet 911 
message with the determined physical location information 
for the first mobile network device 12 ina in format usable on 
the ESInet. 

At Step 164, the server application 26' on the server net- 
work 20 device forwards the new ESInet 911 message for 
transport and dissemination by the ESInet 18. 

The server application 26' on the server network 20 pro- 
vides transformation of 911 messages in both inbound and 
outbound directions including transformation of emergency 
messages without physical location information included, 
into new 911 messages with determined physical location 
information and from a format usable on legacy 911 networks 
into to a format usable on ESInets and from a format usable on 
ESInets into a format usable on legacy 911 networks. 
Wearable Devices 

“Wearable mobile technology” and/or “wearable devices” 
are clothing and accessories incorporating computer and 
advanced electronic technologies. Wearable mobile network 
devices provide several advantages including, but not limited 
to: (1) Quicker access to notifications. Important and/or sum- 
mary notifications are sent to alert a user to view a whole new 
message. (2) Heads-up information. Digital eye wear allows 
users to display relevant information like directions without 
having to constantly glance down; (3) Always-on Searches. 
Wearable devices provide always-on, hands-free searches; 
and (4) Recorded data and feedback. Wearable devices also 
take telemetric data recordings and providing useful feedback 
for users for exercise, health, fitness, etc. activities. 

Digital eyewear, such as GOOGLE Glass, Smart watches 
by SONY, NIKE, GARMIN, SAMSUNG, wrist bands and/or 
fitness bands by LG, NIKE, FITBIT, etc. and others are 
examples of wearable mobile devices. Just like mobile and 
non-mobiles phones, a current physical location of such 
wearable mobile devices must be determine in an emergency 
situation. 

FIG. 17 is a block diagram with 156 illustrating exemplary 
wearable devices. The wearable devices include one or more 
processors and include, but are not limited to, wearable digital 
glasses 158 (e.g., GOOGLE Glass, etc.), clothing 160 (e.g., 
smart ties 160', smart headwear, etc.), jewelry 162 (e.g., smart 
rings, smart earrings, etc.), watches 164 (e.g., SONY, NIKE, 
SAMSUNG, NIKE, GARMIN, etc.) and/or wrist bands or 
fitness bands 167 (e.g. GARMIN, FITBIT, POLAR, NIKE, 
JAWBONE, LG, etc.). The wearable mobile devices 158-164, 
167 includes application 26 and/or 26' to determine a current 
physical location 165, 165' of the wearable network devices 
158-164, 167. The wearable devices are also wearable by 
animals (e.g., service dogs, pets, competition animals, (e.g., 
racing horses, racing dogs, etc.) show animals, circus ani- 
mals, etc.). All ofthe wearable devices 158-164, 167 have one 
or more processors and/or selected ones have other compo- 
nents including, but not limited to, accelerometers, altim- 
eters, music control, phone compatibility, etc. However, the 
present invention is not limited to such embodiments and 
more, fewer and other types of wearable devices can also be 
used to practice the invention. 
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Determined Emergency Current Physical Location Informa- 
tion of Wearable Devices 

FIG. 18 is a flow diagram illustrating a Method 166 for an 
emergency location information system (E-LIS) for wearable 
devices 158-164, 167. At Step 168, a server application оп а 
network server device with one or more processors receives a 
wireless emergency message or a text-to-911 message from a 
mobile application on a first wearable mobile network device 
with one or more processors via a wireless communications 
network indicating an emergency event has occurred with the 
first wearable mobile network device. The wireless emer- 
gency message or text-to-911 includes a unique identifier 
comprising a specialized E911-based unique identifier for the 
first mobile wearable network device unique across all wire- 
less and wired communications networks and including a 
current set of 3D (X,Y,Z) geo-space coordinates for the first 
mobile wearable network device. At Step 170, the server 
application on the server network device determines with the 
E911-based unique identifier and the current set of 3D (X,Y, 
Z) geo-space coordinates a current physical geographic loca- 
tion for the first wearable mobile network device. At Step 172, 
the server application on the server network device verifies 
via the wireless communications network or a wired commu- 
nications network the first wearable mobile network device is 
actually located at the determined current physical geo- 
graphic. At Step 174, an emergency response message or a 
911-to-text message including the determined and verified 
current physical geographic location for the first wearable 
mobile network device is sent from the server application on 
the network server device via a second communications net- 
work to a desired emergency response server with one or 
more processors. 

Method 166 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment, at Step 168, a server 
application 26' on a network server device (e.g., 20, etc.) with 
one or more processors receives a wireless emergency mes- 
sageoratext-to-911 message from a mobile application 26 on 
a first wearable mobile network device 158-164, 167 with one 
or more processors via a wireless communications network 
18 indicating an emergency event has occurred with the first 
wearable mobile network device 158-164, 167. 

In one embodiment, the wireless emergency message 
includes an E911 communication, a legacy 911 communica- 
tion message, a Common Alerting Protocol (CAP) message, 
PAM Interface Protocol (PAM) message and/or an RFID 
sensor or other sensor message. However, the present inven- 
tion is not limited to such an embodiment, and more fewer or 
other types of emergency messages сап be used to practice the 
invention. 

In one embodiment, the wireless emergency message or 
text-to-911 includes a unique identifier comprising a special- 
ized E911-based unique identifier for the first mobile wear- 
able network device 158-164, 167 unique across all wireless 
and wired communications network and including a current 
set of 3D (X,Y,Z) geo-space coordinates for the first mobile 
wearable network device 158-164, 167. However, the present 
invention is not limited to such an embodiment, and more 
fewer or other types of unique identifiers can be used to 
practice the invention. 

In another embodiment, the E911-based unique identifier 
includes a Uniform Resource Identifier (URI). A URI is a 
unique address of a network resource that is unique across the 
whole network it is used on. A URI is the unique identifier 
used to access the resource on a network. 
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At Step 170, the server application 26' on the server net- 
work device 20 determines with the E911-based unique iden- 
tifier and the current set of 3D (X,Y,Z) geo-space coordinates 
a current physical geographic location 134, 165 (e.g., 1° 
chair, 2"7 desk, and/or 3 foot space, at NE corner of the 374 
floor of Suite 301 of the 45 story building located 1234 Main 
Street, Chicago, Ш., 60603, USA, or a 4 foot space 21 feet 
east of the centerline of Highway 94 and 2,341 feet north from 
mile maker 217, etc.) for the first wearable mobile network 
device 158-164, 167. 

At Step 172, the server application 26' on the server net- 
work device 20 verifies via the wireless communications 
network 18 or a wired communications network 18' the first 
wearable mobile network device 158-164, 167 is actually 
located at the determined current physical geographic loca- 
tion 134, 165. 

In one embodiment, at Step 172, the verifying step further 
includes sending one or more verification request messages 
via the wireless communications network 18 or a wired com- 
munication network 18' to one or more other server network 
devices 22, 24, 25, each with one or more processors and/or 
one or more other mobile network devices 12, 14, 16 each 
with one or more processors known to be at a pre-determined 
distance from the determined current physical geographic 
location 134, 165 ofthe first wearable mobile network device 
158-164, 167. One or more verification response messages 
are received via the wireless communications network 18 or 
wired communications network 18' on the server application 
26' on the server network device 20 from the one or more 
other server network devices 22, 24, 25 or the one or more 
other mobile network devices 12, 14, 16 verifying the first 
wearable mobile network device is actually located in at the 
determined current physical geographic location 134, 165. 
However, the present invention is not limited to such an 
embodiment, and more fewer or other verifying steps can be 
used to practice the invention. 

The application 26' on the server network device 20 uses a 
variety of methods to verify a determined current physical 
location 134, 165 including triangulation, signal strength, 
orthogonality, location pinging, location comparison, etc. 
However, the present invention is not limited to such an 
embodiment, and more fewer or other verifying methods can 
be used to practice the invention. 

In one embodiment, the one or more other server network 
devices 22, 24, 25 include Global Positioning System (GPS) 
server network devices or cell tower server network devices. 
In such an embodiment, GPS positioning and/or cell tower 
triangulation is used to verify the determined current physical 
geographic location 134, 165 of the first wearable mobile 
network device 158-164, 167 is accurate. However, the 
present invention is not limited to such an embodiment, and 
more fewer or other verifying steps can be used to practice the 
invention. 

In another embodiment, the one or more other mobile 
network devices 12, 14, 16, whose current physical geo- 
graphic location is known and verified and are known to be at 
a pre-determined distance from the determined current physi- 
cal geographic location 134, 165 of the first wearable mobile 
network device 158-164, 167 are used to verify the deter- 
mined current physical geographic location 134, 165 of the 
first wearable mobile network device 158-164, 167. These 
devices 12, 14, 16 send ping location messages such as loca- 
tion ping messages to, and receiving messages from the first 
wearable mobile network device 158-164, 167. 

Ping location messages are utility to determine whether a 
specific device is accessible. It works by sending a data packet 
(e.g., IP, MAC, etc.) to the specified address and waiting for a 
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reply. In one embodiment, the ping location messages are not 
part of the 911/E911 communication sequence and occur on 
a different channel or on a different bandwidth. In another 
embodiment, the ping location messages are part of the 911/ 
E911 communication sequence. However, the present inven- 
tion is not limited to such an embodiment, and more fewer or 
other types of verification location messages can be used to 
practice the invention. 

In another embodiment, current location information mes- 
sages are periodically sent to the one or more other mobile 
network devices 12, 14, 16, whose current physical geo- 
graphic location is known and verified and are known to be at 
a pre-determined distance from the determined current physi- 
cal geographic location 134, 165 ofthe first wearable mobile 
network device 158-164, 167. In such an embodiment either 
the one or more other mobile network devices 12, 14, 16 
continuously determine and store their own current physical 
geographic location and/or obtain it from an associated server 
network device 22, 22, 25. The current physical geographic 
location information ofthe one or more other mobile network 
devices 12, 14, 16 is compared to the determined current 
physical location of the first wearable mobile network device 
158-164,167. However, the present invention is not limited to 
such an embodiment, and more fewer or other types of loca- 
tion verification methods can be used to practice the inven- 
tion. 

At Step 174, an emergency response message or a 911-to- 
text message including the determined and verified current 
physical geographic location 134, 165 for the first wearable 
mobile network device 158-164, 167 is sent from the server 
application 26' on the network server device 20 via a second 
communications network 18' to a desired emergency 
response server with one or more processors. 

In one embodiment, the second communications network 
18' is the same communications network as the wireless com- 
munications network 18 (e.g., both E911 networks, etc.) In 
another embodiment, the second communications network 
18' is a different communications network (e.g., one a legacy 
911 and the second a E911 network, a wired communications 
network, a data network (e.g., IP network, etc.) etc. Various 
combinations of networks can be used to practice the inven- 
tion. 

If ће emergency message received at Step 168 includes a 
text-to-911 message, Method 166, further includes, sending a 
response text-to-911 response message from the server appli- 
cation 26' on the network server device 20 back to the mobile 
application 26 on the first wearable mobile network device 
158-164, 167 via the wireless communications network 18 
(or wired communications network 18”) confirming the text- 
to-911 message has been received from the first wearable 
mobile network device 158-164, 167 and requesting in the 
text-to-911 response message additional information about 
the emergency event that has occurred (e.g., “This is TEXT- 
911, what is your emergency?", etc.). However, the present 
invention is not limited to such an embodiment the invention 
can be practiced without sending and/or receiving additional 
text-to-911 messages. 

In one embodiment, the response text-to-911 messages 
includes a request the user of the first wearable mobile net- 
work device 158-164, 167 provide their own current physical 
geographic location 134, 165, if known. (e.g., "This is TEXT- 
911, what is your current location?"). Such a location is used 
to provide additional information to emergency responders. 
In one embodiment, such additional information is used as 
additional official verification information and is used to 
compare with current physical geographic location informa- 
tion determined by Method 166. In another embodiment, 
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such additional information is used only an un-official veri- 
fication information as many times during an emergency situ- 
ation a person cannot provide accurate information due to 
fear, injury, confusion, lack of information about their loca- 
tion, poor visual view, etc. during the emergency circum- 
stances. However, the present invention is not limited to such 
an embodiment the invention can be practiced without receiv- 
ing any TEXT-911 responses from a user. 

Іп one embodiment, Method 166 further includes display- 
ing on the server network device 20 or another server network 
device 22, 24, 25 with one or more processors in real-time on 
a graphical map (e.g., GOOGLE maps, etc.) including a street 
view, terrain view, satellite view, traffic view, etc. the deter- 
mined current physical geographic location 134, 165 for the 
first wearable mobile network device 158-164, 167 for one or 
more desired emergency response agencies (e.g., police, fire, 
military, etc.). However, the present invention is not limited to 
such an embodiment the invention can be practiced with 
and/or without displaying the display step. 

“Real-time” is an actual time during which a process or 
event occurs and in which event data is processed within a 
very small amount of time (e.g., milliseconds, seconds, etc.) 
so that it is available virtually immediately as feedback from 
the event. 

In one embodiment, the emergency response server 25 
includes, includes, but is not limited to, Public Safety 
Answering Point (PSAP) servers, legacy 911 servers, E911 
servers, Emergency Services IP networks (ESInet), text-to- 
911 servers and other types of emergency response servers. 

FIG. 19 is a block diagram 176 illustrating a graphical 
emergency location information system (E-LIS) display 
interface 178 for displaying information determined by the 
method of FIG. 18 and the other location methods described 
herein in FIGS. 2-16. 

The display system interface 178, includes, but is not lim- 
ited to a map portion 180 including a graphical location 
marker 182 including a location of a type of emergency (e.g. 
fire, etc.), a determined current physical location portion 184 
including the determined currently physical location 134, 165 
of the first mobile wearable network device 158-164, 167, a 
picture portion 186 including a digital picture of the deter- 
mined currently physical location 134, 165 of the first mobile 
wearable network device 158-164, 167 and an emergency 
information portion 188 including information about the type 
of emergency event. However, the present invention is not 
limited to such an embodiment and more, fewer and other 
types of portions can be used to display information on the 
display system interface 178. 

The methods and systems describe herein determine and 
verify a location of wearable mobile devices in emergency 
situations with emergency messages including legacy 911, 
E911 and text-to-911 messages. The method and system pro- 
vide a current physical geographic location for wearable 
mobile devices (e.g., a spot, chair, desk on in a room on a 
building floor, campus, enterprise, city, state, region, country, 
continent, etc.), in an emergency situation such as ап ассі- 
dent, fire, terrorist attack, military incident, weather, flood, 
event, etc. and forward the current physical geographic loca- 
tion to a legacy 911 network, a Emergency Services IP net- 
works (ESInet) or text-to-911 Short Message Services (SMS) 
networks. 

Emergency Location of a Mobile Device with an Unmanned 
Aerial Vehicle (UAV) 

An unmanned aerial vehicle (UAV) 27, commonly known 
as a “drone” and also referred to as a “Remotely Piloted 
Aircraft (RPA)" by the International Civil Aviation Organi- 
zation (ICAO), is an aircraft without a human pilot aboard. 
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There аге different kind of drones 123 including: (1) UAS 
(Unmanned Air System); (2) UAV (Unmanned Aerial 
Vehicle); (3) RPAS (Remote Piloted Aircraft Systems) and 
(4) Model Aircraft. Its flight is controlled either autono- 
mously by onboard computers or by the remote control of a 
pilot on the ground or in another vehicle. The typical launch 
and recovery method of an unmanned aircraft is by the func- 
tion of an automatic system or an external operator on the 
ground. Historically, UAVs 27 were simple remotely piloted 
aircraft, but autonomous control is increasingly being 
employed. 

The use of UAVs 27 are characterized by altitudes of 
flights. The following types of UAVs 27 fly at different alti- 
tudes, broadly characterized as: (1) Very high altitude (VHA): 
above 45,000 feet (more than 12 km); (2) High altitude (HA): 
from 20,000 to 45,000 feet (6 to 12 km); (3) Medium altitude 
(MA): from 10 to 20,000 feet (3 to 6 km); or (4) Low altitude 
(LA): between a few hundred and up to 10,000 feet (1 to 3 
km). 

The specific needs of UAV 27 include required UAV 123 
capabilities to allow them to fly in “non-segregated” air- 
traffic controlled airspace. The requirements placed on 
mobile links to and from a UAV 27 are required in terms of 
aeronautical safety due to the fact that these vehicles are 
unmanned. An air-traffic control (ATC) link includes full 
automation of communications between on-board and 
ground systems. A remote pilot (RP) link places additional 
and more strenuous constraints on the radio communication 
bearer(s) and systems used in, not necessarily significant as 
regards the amount of volume of data to be exchanged, in as 
much as UAV 27 generally possess or will possess their own 
computerized autonomous flight management system, limit- 
ing the remote pilot (RP) interventions to that of supervising 
and/or re-establishing flight procedures or choosing the most 
appropriate one, should any contingency arise. 

The UAV 27 communicates on Aeronautical Mobile Ser- 
vice (AMS) wireless frequency including, but not limited to: 
(a) 4400-4940 MHz; (b) 5030 (or 5010)-5090 MHz, (MLS 
“соге” band; (с) 5090-5150 MHz (*MLS" extension band); 
(d) 5150-5250 MHz; (e) 5925-6700 MHz; (f) 22.5-23.6 GHz; 
(g) 24.75-25.5 GHz; or (h) 27-27.5 GHz. 

Most UAVs 27 have cameras, microphones and other 
audiovisual equipment that are used to view and collect infor- 
mation objects of interest from the air. The audiovisual sig- 
nals are typically sent from the UAV’s 27 to a remote control 
center for viewing by an operator. 

When a 911 call and/or E911 call is made from a mobile 
network device 12, 14, 16, 158-164, 167 or text-to-911 is sent, 
a wireless telecommunications carrier begins a preliminary 
location process for the mobile network device 12, 14, 16, 
158-164, 167. At a preliminary level, the wireless communi- 
cation carrier determines a wireless tower and antenna (1.е., 
sector, etc.) the mobile device 12, 14, 16, 158-164, 167 is 
connected to. 

If the mobile network devices 12, 14, 16, 158-164, 167 is 
equipped with a GPS component, the wireless carrier can 
force the device 12, 14, 16, 158-164, 167 to activate its GPS 
component and when its GPS signal is locked into three 
satellites, the mobile network device 12, 14, 16, 158-164, 167 
automatically stores its GPS (X, Y) coordinates that the wire- 
less carrier can query from the mobile network device 12, 14, 
16, 158-164, 167. 

If the mobile network devices 12, 14, 16, 158-164, 167 is 
equipped with a Wireless Fidelity (WiFi) component, the 
wireless carrier can force the device 12, 14, 16, 158-164, 167 
to activate its WiFi component. If the mobile network device 
12, 14, 16, 158-164, 167 is within range of one or more known 
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WiFi access points such known Wi-Fi access points are used 
determine a preliminary location of the mobile network 
device 12, 14, 16, 158-164, 167. 

In this case, the mobile network 12, 14, 16, 158-164, 167 
reports all ofthe WiFi Basic Service Set Identifiers (BSSID's) 
from each of the WiFi access points the mobile network 
device 12, 14, 16, 158-164, 167 is in range of back to the 
wireless carrier. The wireless carrier would look up the 
BSSID's in a LIS and report the location of the strongest 
signal emitter to a PSAP 25 with an approximate location of 
the mobile network device 12, 14, 16, 158-164, 167. 

If the mobile network device 12, 14, 16, 158-164, 167 is 
equipped with a Bluetooth component, the wireless carrier 
can force the device 12, 14, 16, 158-164, 167 to activate its 
Bluetooth component. If the mobile network device 12, 14, 
16, 158-164, 167 is within range of one or more known 
Bluetooth beacons such known Bluetooth beacons are used 
determine a preliminary location of the mobile network 
device 12, 14, 16, 158-164, 167. 

Bluetooth beacons are transmitters that use Bluetooth Low 
Energy 4.0 to broadcast signals that can be picked-up by 
mobile network devices 12, 14, 16, 158-164, 167. These 
Bluetooth transmitters are powered by batteries or a fixed 
power source such as a USB adapter. When a mobile network 
device is in a Bluetooth beacon's proximity, the beacon will 
automatically recognize the mobile network device 12 and 
will be able to interact with that device 12, 14, 16, 158-164, 
167. 

Additionally, again, depending on wireless technology 
being used by wireless network device 12, 14, 16, 158-164, 
167, the wireless carrier can use triangulation based on 
received signal strength from multiple towers/sectors to 
determine an approximate location of the mobile network 
device 12, 14, 16, 158-164, 167. 

If any of these communication components or other com- 
munications components (e.g., M2M, NFC, etc.) not active at 
the time of a 9-1-1 call and/or text-to-911 event, the mobile 
application 26 and/or firmware in the mobile network device 
12, 14, 16, 158-164, 167 automatically activates any of the 
communication components that are not active to assist in 
determine a current physical location of the mobile network 
device 12. 

In another embodiment, the server application 26' on the 
server network device 20 sends a message back to the mobile 
application 26 on the mobile network device 12, 14, 16, 
158-164, 167 to automatically activate any of the communi- 
cation components that are not active in the mobile network 
device 12, 14, 16, 158-164, 167. 

However, the present invention is not limited to these 
embodiments and other embodiments can be used to practice 
the invention. 

There are difficulties locating a mobile network 12, 14, 16, 
158-164, 167 in an urban area during an emergency event as 
was discussed extensively herein. 

There are also difficulties locating a mobile network 12, 14, 
16, 158-164, 167 in an rural area during an emergency event. 
An actual current physical location in a rural area may include 
a3D and/or 2D position on a mountain, in a valley, in a forest, 
etc. that may not be near even a local road. There are also 
difficulties locating a mobile network 12, 14, 16, 158-164, 
167 in a rural area because communications towers may be 
sparse, have low signal strength, be affected by natural topog- 
raphy (e.g., mountains, valleys, etc.) or be destroyed or com- 
promised as a result of the emergency event. As a result, one 
or more UAV's 27 are used in the E-LIS 10 to assist in locating 
the mobile network device 12, 14, 16, 158-164, 167 in the 
rural area. 
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Inanemergency situation, a mobile network device 12, 14, 
16, 158-164, 167 provides location information to one or 
more unmanned aerial vehicles (UAVs) 27 each with one or 
more processors, on a wireless aviation frequency and/or a 
telephony frequency to locate the mobile network device 12, 
14, 16, via the one or more UAVs 27. 

FIG. 20 is a flow diagram is a flow diagram illustrating a 
Method 190 for an emergency location information system 
(E-LIS) with an unmanned aerial vehicle (UAV). At Step 192, 
a server application on a server network device with one or 
more processors receives a wireless emergency message or a 
text-to-911 message from a mobile application on a first 
network device with one or more processors via a wireless 
communications network indicating an emergency event has 
occurred with the first network device. At Step 194, the server 
application on the server network device sends via the wire- 
less communications network a wireless emergency location 
request message to an unmanned aerial vehicle (UAV) with 
one or more processors flying over a geographic area includ- 
ing the first mobile network device. At Step 196, the server 
application on the server network device receives via the 
wireless communications network from the UAV a wireless 
emergency location response messages including a current 
set of 3D (X,Y,Z) geo-space coordinates and/or 2D (X,Y) 
geo-space coordinates for the first mobile network device. At 
Step 198, the server application on the server network device 
determines with the current set of 3D (X,Y,Z) geo-space 
coordinates and/or 2D (X, Y) geo-space coordinates a current 
physical geographic location for the first mobile network 
device. At Step 200, the server application on the server 
network device sends via a second communications network 
to a desired emergency response server with one or more 
processors an emergency response message or a 911-to-text 
message including the determined current physical geo- 
graphic location for the first mobile network device. 

Method 198 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment, At Step 192, a server 
application 26' on a server network device 20 with one or 
more processors receives a wireless emergency message or a 
text-to-911 message from a mobile application 26 on a first 
network device 12 with one or more processors via a wireless 
communications network 18 indicating an emergency event 
(e.g., weather event, tornado 29) has occurred with the first 
network device 12, 14, 16, 158-164, 167 (e.g., 12, for sim- 
plicity, etc.). 

In one embodiment, the wireless emergency message 
includes an E911 communication message, a legacy 911 
communication message, a Common Alerting Protocol 
(CAP) message or PAM Interface Protocol (PAM) message. 

In one embodiment, the emergency event is automatically 
detected by an accelerometer, radio frequency identifier 
(RFID) sensor, a barometric sensor, a moisture sensor, an 
altimeter and/or a temperature sensor included on the first 
mobile network device 12. 

At Step 194, the server application 26' on the server net- 
work device 20 sends via the wireless communications net- 
work 18 a wireless emergency location request message to an 
unmanned aerial vehicle (UAV) 27 with one or more proces- 
sors flying over a geographic area including the first mobile 
network device 12. 

In one embodiment, the server application 26' on the server 
network device 20 sends via the wireless communications 


US 9,094,816 B2 


45 
network 18 the wireless emergency location request message 
to the UAV 27 on an Aeronautical Mobile Service (AMS) 
wireless frequency. 

Іп another embodiment, the server application 26' on the 
server network device 20 sends via the wireless communica- 
tions network 18 the wireless emergency location request 
message to the UAV 27 on another pre-determined wireless 
aviation frequency. 

In another embodiment, the server application 26' on the 
server network device 20 sends via the wireless communica- 
tions network 18 the wireless emergency location request 
message to the UAV 27 on a wireless telecommunications 
frequency. In such an embodiment, the UAV 27 includes a 
wireless telecommunications transceiver such as those 
included on the first mobile network device 12 for communi- 
cating over the wireless telecommunications frequency via 
the wireless communications network 18. In another embodi- 
ment, the UAV 27 communicates with the wireless commu- 
nications network via a server network device (e.g., 20, etc.) 
that includes a wireless component that can send and receive 
wireless messages on one or more different aviation frequen- 
cies including, but not limited to, Aeronautical Mobile Ser- 
vice (AMS) wireless frequencies and/or other aviation wire- 
less frequencies. 

In another embodiment, the mobile application 26 on the 
first mobile network device 12 sends a first wireless emer- 
gency message or a first text-to-911 message on a pre-deter- 
mined wireless aviation frequency via the wireless commu- 
nications network 18 directly to the UAV 27 indicating an 
emergency event has occurred with the first mobile network 
device 12 (See Method 202). 

However, the present invention is not limited to these 
embodiments, and other embodiments can be used to practice 
the invention. 

At Step 196, the server application 26' on the server net- 
work device 26 receives via the wireless communications 
network 18 from the UAV 27 a wireless emergency location 
response messages including a current set of 3D (X,Y,Z) 
geo-space coordinates and/or 2D (X,Y) geo-space coordi- 
nates for the first mobile network device 12. 

In one embodiment, the UAV 27 locates the first mobile 
network device 12 in the geographic area from the UAV 27 
with one or more of wireless Global Positioning System 
(GPS) signals, Wireless Fidelity (WiFi) signals, wireless 
Bluetooth signals or cell tower signals being sent from the 
first mobile network device 12. 

In one embodiment, the one or more signals are generated 
from one or more communications components (i.e., GPS, 
WiFi, Bluetooth, etc.) on the first mobile network device 12 
that were automatically activated by the first mobile network 
device 12 upon sending the first wireless emergency message 
or a first text-to-911 message. In yet another embodiment, a 
user of the first mobile network device 12 can also manually 
activate the one or more communications components. 

However, the present invention is not limited to these 
embodiments, and other embodiments can be used to practice 
the invention. 

At Step 198, the server application 26' on the server net- 
work device 20 determines with the current set of 3D (X,Y,Z) 
geo-space coordinates and/or 2D (X,Y) geo-space coordi- 
nates a current physical geographic location 134, 165 for the 
first mobile network device 12. 

At Step 200, the server application 26' on the server net- 
work device 20 sends via a second communications network 
18' to a desired emergency response server 25 with one or 
more processors an emergency response message or a 911- 
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to-text message including the determined current physical 
geographic location 134, 165 for the first mobile network 
device 12. 

In one embodiment, the second communications network 
18' is the same communications network as the wireless com- 
munications network 18 (e.g., both E911 networks, etc.) In 
another embodiment, the second communications network 
18' is a different communications network (e.g., the first a 
legacy 911 and the second E911 network, a wired communi- 
cations network, a data network (e.g., IP network, etc.) etc. 
Various combinations of networks can be used to practice the 
invention. 

However, the present invention is not limited to these 
embodiments, and other embodiments can be used to practice 
the invention. 

FIG. 21 is a flow diagram is a flow diagram illustrating a 
Method 202 for an emergency location information system 
(E-LIS) with an unmanned aerial vehicle (UAV). At Step 204, 
a server application on a server network device with one or 
more processors receives via a wireless communications net- 
work from an unmanned aerial vehicle (UAV) a wireless 
emergency location response message including a current set 
of 3D (X,Y,Z) geo-space coordinates or 2D (X, Y) geo-space 
coordinates for a first mobile network device with one or 
more processors. À mobile application on the first mobile 
network device sent a first wireless emergency message or a 
first text-to-911 message on a pre-determined wireless fre- 
quency via the wireless communications network directly to 
the UAV indicating an emergency event has occurred with the 
first mobile network device. At Step 206, on the server appli- 
cation on the server network device determines with the cur- 
rent set of 3D (X,Y,Z) geo-space coordinates or 2D (X,Y) 
geo-space coordinates a current physical geographic location 
for the first mobile network device. At Step, 208 an emer- 
gency response message or a 911-to-text message including 
the determined current physical geographic location for the 
first mobile network device is sent from the server application 
on the server network device via a second communications 
network to a desired emergency response server with one or 
more processors. 

Method 202 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment, at Step 204, a server 
application 26' on a server network device 20 with one or 
more processors receives via a wireless communications net- 
work 18 from an unmanned aerial vehicle (UAV) 27 a wire- 
less emergency location response message including a cur- 
rent set of 3D (X,Y,Z) geo-space coordinates or 2D (X,Y) 
geo-space coordinates for a first mobile network device 12, 
14. 16, 158-164, 167 (e.g., 12, etc.) with one or more proces- 
sors. À mobile application 26 on the first mobile network 
device 12 sends a first wireless emergency message or a first 
text-to-911 message on a pre-determined wireless frequency 
via the wireless communications network 18 directly to the 
UAV 27 indicating an emergency event has occurred with the 
first mobile network device 12. 

At Step 206, the server application 26' on the server net- 
work device 20 determines with the current set of 3D (X,Y,Z) 
geo-space coordinates or 2D (X,Y) geo-space coordinates a 
current physical geographic location 134, 165 for the first 
mobile network device 12. 

At Step 208, an emergency response message or a 911-to- 
text message including the determined current physical geo- 
graphic location 134, 165 for the first mobile network device 
12 is sent from the server application 26' on the server net- 
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work device 20 via a second communications network 18, 18' 
to a desired emergency response server 25 with one or more 
processors. 

FIG. 22 is a flow diagram is a flow diagram illustrating a 
Method 210 for an emergency location information system 
(E-LIS) with an unmanned aerial vehicle (UAV). At Step 212, 
the UAV determines with current set of 3D (X,Y,Z) geo-space 
coordinates or 2D (X,Y) geo-space coordinates the current 
physical geographic location for the first mobile network 
device. At Step 214, the UAV sends an emergency response 
message or a 911-to-text message including the determined 
current physical geographic location for the first mobile net- 
work device directly from the UAV via a second communi- 
cations network to a desired emergency response server with 
one or more processors. 

Method 210 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

In such an exemplary embodiment at Step 212, the UAV 27 
automatically determines with current set of 3D (X,Y,Z) geo- 
space coordinates or 2D (X,Y) geo-space coordinates the 
current physical geographic location 134, 165 for the first 
mobile network device 12. 

At Step 214, the UAV 27 sends an emergency response 
message or a 911-to-text message including the determined 
current physical geographic location for the first mobile net- 
work device 12 directly from the UAV 27 via a second com- 
munications network 18, 18' to a desired emergency response 
server 25 with one or more processors. 

In one embodiment, the first mobile application 26 on the 
first mobile network device 12 periodically sends its current 
set of 3D (X,Y,Z) geo-space coordinates or 2D (X,Y) geo- 
space coordinates and/or its current physical location 134, 
165 to the UAV 27 and/or server network device 20. In such an 
embodiment, the UAV 27 and/or server network device 20 
always knows current location for the first mobile network 
device 12 in plural different formats and can immediately 
send this location information to a desired server 20 and/or 
emergency response server 25 when an emergency event 
Occurs. 

However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

FIG. 23 is a flow diagram is a flow diagram illustrating a 
Method 216 for an emergency location information system 
(E-LIS) with an unmanned aerial vehicle (UAV). At Step 218, 
the UAV locates the first mobile network device with one or 
more wireless signals received from the first mobile network 
device comprising: Global Positioning System (GPS) sig- 
nals, Wireless Fidelity (WiFi) signals, wireless Bluetooth 
signals or cell tower signals, being sent from the first mobile 
network device on one or more communications components 
automatically activated on the first mobile network device by 
sending the wireless emergency message or a text-to-911 
message from the first mobile network device. At Step 220, 
the UAV determines the current set of 3D (X,Y,Z) geo-space 
coordinates and/or 2D (X,Y) geo-space coordinates and/or 
current physical location for the first mobile network device 
with the received one or more wireless signals. 

Method 216 is illustrated with one exemplary embodiment. 
However, the present invention is not limited to such an 
embodiment and other embodiments can also be used to 
practice the invention. 

Insuch an exemplary embodiment at Step 218, the UAV 27 
locates the first mobile network device 12 with one or more 
wireless signals received from the first mobile network device 


20 


25 


30 


35 


40 


45 


50 


55 


60 


65 


48 

comprising: Global Positioning System (GPS) signals, Wire- 
less Fidelity (WiFi) signals, wireless Bluetooth signals or cell 
tower signals, being sent from the first mobile network device 
12 on one or more communications components automati- 
cally activated on the first mobile network device 12 by send- 
ing the wireless emergency message or a text-to-911 message 
from the first mobile network device 12. 

At Step 220, the UAV 27 determines the current set of 3D 
(X,Y,Z) geo-space coordinates and/or 2D (X,Y) geo-space 
coordinates and/or current physical location 134, 165 for the 
first mobile network device 12 with the received one or more 
wireless signals. 

The present invention is not limited to the embodiments 
described and more, fewer and/or other combinations of 
locating a mobile network device with assistance from a UAV 
27 can be used. 

The methods and systems presented herein determine a 
location of a network device in emergency situations with 
emergency messages including legacy 911, E911 and text-to- 
911 messages from an unmanned aerial vehicle (UAV) or 
drone. The method and system provide a current physical 
geographic location for mobile devices in urban areas (e.g., 
spot, chair, desk on in a room on a building floor, campus, 
enterprise, city, state, region, country, continent, etc.) and 
rural areas in an emergency situation such as an accident, fire, 
terrorist attack, military incident, weather, flood event, etc. 
and forwarding the current physical geographic location to a 
legacy 911 network, a Emergency Services IP networks (ES- 
Inet) or text-to-911 Short Message Services (SMS) networks 
to alert emergency responders. 

It should be understood that the architecture, programs, 
processes, methods and systems described herein are not 
related or limited to any particular type of computer or net- 
work system (hardware or software), unless indicated other- 
wise. Various types of general purpose or specialized com- 
puter systems may be used with or perform operations in 
accordance with the teachings described herein. 

In view of the wide variety of embodiments to which the 
principles ofthe present invention can be applied, it should be 
understood that the illustrated embodiments are exemplary 
only, and should not be taken as limiting the scope of the 
present invention. For example, the steps ofthe flow diagrams 
may be taken in sequences other than those described, and 
more or fewer elements may be used in the block diagrams. 

While various elements ofthe preferred embodiments have 
been described as being implemented in software, in other 
embodiments hardware or firmware implementations may 
alternatively be used, and vice-versa. 

The claims should not be read as limited to the described 
order or elements unless stated to that effect. In addition, use 
of the term “means” in any claim is intended to invoke 35 
U.S.C. 8112, paragraph 6, and any claim without the word 
"means" is not so intended. 

Therefore, all embodiments that come within the scope and 
spirit of the following claims and equivalents thereto are 
claimed as the invention. 

We claim: 

1. А method for locating a network device during an emer- 
gency with an emergency information system (E-LIS), com- 
prising: 

receiving on a server application on a server network 

device with one or more processors a wireless emer- 
gency message or a text-to-911 message from a mobile 
application on a first mobile network device with one or 
more processors via a wireless communications network 
indicating an emergency event has occurred with the 
first mobile network device; 
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sending a wireless emergency location request message 
from the server application on the server network device 
via the wireless communications network to an 
unmanned aerial vehicle (UAV) with one or more pro- 
cessors flying over a geographic area including the first 
mobile network device; 

receiving on the server application on the server network 

device via the wireless communications network from 
the UAV a wireless emergency location response mes- 
sage including a current set of 3D (X,Y,Z) geo-space 
coordinates or 2D (X,Y) geo-space coordinates for the 
first mobile network device; 

determining on the server application on the server net- 

work device with the current set of 3D (X,Y,Z) geo- 
space coordinates or 2D (X,Y) geo-space coordinates a 
current physical geographic location for the first mobile 
network device; and 

sending an emergency response message or а 911-to-text 

message including the determined current physical geo- 
graphic location for the first mobile network device from 
the server application on the server network device via a 
second communications network to a desired emer- 
gency response server with one or more processors. 

2. The method of claim 1 further comprising: 

locating visually the first mobile network device with an 

audiovisual component on the UAV in the geographic 
area; and 

determining from the UAV a current set of 3D (X,Y,Z) 

geo-space coordinates or 2D (X,Y) geo-space coordi- 
nates for the determined visual location of the first 
mobile network device. 

3. The method of claim 1 further comprising: 

locating the first mobile network device in the geographic 

area from the UAV with one or more of wireless Global 
Positioning System (GPS) signals, Wireless Fidelity 
(WiFi) signals, wireless Bluetooth signals or cell tower 
signals being sent from the first mobile network device 
from one or more communications components auto- 
matically activated on the first mobile network device by 
sending the wireless emergency message or a text-to- 
911 message. 

4. The method of claim 1 wherein the desired emergency 
response server is an E911 or 911 emergency response server, 
atext-to-911 server, a Public Safety Answering Point (PSAP) 
server, an Emergency Services IP networks (ESInet) server or 
an emergency gateway network server device, each with one 
or more processors. 

5. The method of claim 1 wherein the current 3D (X,Y,Z) 
geo-space coordinates at the current physical location 
includes current 3D (X,Y,Z) geo-space coordinates for a chair 
at a desk in a room in an office on a building floor, a spot on 
a building floor, a building floor in a building, building on a 
street in an enterprise, campus, village, town, city, state, coun- 
try or continent or global region. 

6. The method of claim 1 wherein the current 3D (X,Y,Z) 
geo-space coordinates or 2D (X,Y) geo-space coordinates 
include a current physical location in a rural area. 

7. The method of claim 1 wherein the wireless emergency 
message includes an E911 communication message, a legacy 
911 communication message, a Common Alerting Protocol 
(CAP) message or PAM Interface Protocol (PAM) message. 

8. The method of claim 1 wherein the emergency event 
includes an accident, event, fire event, terrorist attack event, 
military event, weather event, flood event or crime event. 

9. The method of claim 1 wherein the emergency event 
includes an emergency event automatically detected by an 
accelerometer, radio frequency identifier (RFID) sensor, a 
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barometric sensor, a moisture sensor, an altimeter or a tem- 
perature sensor included on the first mobile network device. 

10. The method of claim 1 further comprising: 

displaying in real-time on the server network device or 

another server network device with one or more proces- 
sors in real-time on a graphical map the determined 
current physical geographic location for the first mobile 
network device for one or more desired emergency 
response agencies. 

11. The method of claim 10 further comprising: 

displaying in real-time on the server network device or 

another server network device with one or more proces- 
sors in real-time visual images of the first mobile net- 
work device for one or more desired emergency 
response agencies. 

12. The method of claim 1 wherein the step of sending the 
wireless emergency location request message from the server 
application on the server network device via the wireless 
communications network to the unmanned aerial vehicle 
(UAV) includes sending the wireless emergency location 
request message to the UAV on an Aeronautical Mobile Ser- 
vice (AMS) wireless frequency, another pre-determined 
wireless aviation frequency a wireless telecommunications 
frequency or other wireless networking communications fre- 
quency. 

13. The method ofclaim 1 wherein the first mobile network 
device includes a smart phone, a table computer or wearable 
mobile network device, each with one or more processors. 

14. The method of claim 1 further comprising: 

sending from the mobile application on the first mobile 

network device with one or more processors a first wire- 
less emergency message or a first text-to-911 message 
on a pre-determined wireless aviation frequency via the 
wireless communications network directly to the 
unmanned aerial vehicle (UAV) with one or more pro- 
cessors indicating an emergency event has occurred with 
the first mobile network device. 

15. The method of claim 1 further comprising: 

locating from the UAV the first mobile network device with 

one or more wireless signals received from the first 
mobile network device comprising: Global Positioning 
System (GPS) signals, Wireless Fidelity (WiF1) signals, 
wireless Bluetooth signals or cell tower signals, being 
sent from the first mobile network device on one or more 
communications components automatically activated 
by a first mobile application on the first mobile network 
device by sending the wireless emergency message or a 
text-to-911 message from the first mobile network 
device; and 

determining on the UAV the current set of 3D (X,Y,Z) 

geo-space coordinates or 2D (X,Y) geo-space coordi- 
nates or current physical location for the first mobile 
network device with the received one or more wireless 
signals. 

16. A method for locating a network device during an 
emergency with an emergency information system (E-LIS), 
comprising: 

receiving on a server application on a server network 

device with one or more processors via a wireless com- 
munications network from an unmanned aerial vehicle 
(UAV)a wireless emergency location response message 
including a current set of 3D (X,Y,Z) geo-space coordi- 
nates or 2D (X,Y) geo-space coordinates for a first 
mobile network device with one or more processors, 
wherein a mobile application on the first mobile network 
device sent a first wireless emergency message or a first 
text-to-911 message on a pre-determined wireless fre- 
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quency via the wireless communications network 
directly to the UAV indicating an emergency event has 
occurred with the first mobile network device; 

determining on the server application on the server net- 
work device with the current set of 3D (X,Y,Z) geo- 
space coordinates or 2D (X,Y) geo-space coordinates a 
current physical geographic location for the first mobile 
network device; and 

sending an emergency response message or a 911-to-text 

message including the determined current physical geo- 
graphic location forthe first mobile network device from 
the server application on the server network device via a 
second communications network to a desired emer- 
gency response server with one or more processors. 

17. The method of claim 16 further comprising: 

determining on the UAV with current set of 3D (X,Y,Z) 

geo-space coordinates or 2D (X,Y) geo-space coordi- 
nates the current physical geographic location for the 
first mobile network device; and 

sending an emergency response message or a 911-to-text 

message including the determined current physical geo- 
graphic location for the first mobile network device 
directly from the UAV via a second communications 
network to a desired emergency response server with 
one or more processors. 

18. The method of claim 17 further comprising: 

locating the first mobile network device from the UAV with 

one or more of wireless Global Positioning System 
(GPS)signals, Wireless Fidelity (WiFi) signals, wireless 
Bluetooth signals or cell tower signals being sent from 
the first mobile network device from one or more com- 
munications components automatically activated on the 
first mobile network device after sending the wireless 
emergency message or a text-to-911 message. 

19. The method of claim 16 wherein the step of receiving 
on the server application on the server network device via the 
wireless communications network from the unmanned aerial 
vehicle (UAV) the wireless emergency location response 
message includes receiving the wireless emergency location 
response message from the UAV on an Aeronautical Mobile 
Service (AMS) wireless frequency, another pre-determined 
wireless aviation frequency, wireless telecommunications 
frequency or other wireless networking communications fre- 
quency. 

20. An emergency location information system (E-LIS) for 
network devices, comprising in combination: 

one or more unmanned aerial vehicles (UAV) each with 

one or more processors; 

one or more mobile network devices each with one or more 

processors; 

one or more server network devices each with one or more 

processors; 

one or more emergency response servers each with one or 

more processors; 
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a non-transitory computer readable medium on a server 
network device with one or more processors including a 
plurality of instructions configuring the one or more 
processors for: 

for receiving on a server application on a server network 
device with one or more processors a wireless emer- 
gency message or a text-to-911 message from a mobile 
application on a first mobile network device with one or 
more processors via a wireless communications network 
indicating an emergency event has occurred with the 
first mobile network device; 

for sending a wireless emergency location request message 
from the server application on the server network device 
via the wireless communications network to an 
unmanned aerial vehicle (UAV) with one or more pro- 
cessors flying over a geographic area including the first 
mobile network device; 

for receiving on the server application on the server net- 
work device via the wireless communications network 
from the UAV a wireless emergency location response 
message including a current set of 3D (X,Y,Z) geo-space 
coordinates or 2D (X,Y) geo-space coordinates for the 
first mobile network device; 

for determining on the server application on the server 
network device with the current set of 3D (X,Y,Z) geo- 
space coordinates or 2D (X,Y) geo-space coordinates a 
current physical geographic location for the first mobile 
network device; 

for sending an emergency response message or a 911-to- 
text message including the determined current physical 
geographic location for the first mobile network device 
from the server application on the server network device 
viaa second communications network to a desired emer- 
gency response server with one or more processors; 

for displaying in real-time on the server network device or 
another server network device with one or more proces- 
sors in real-time on a graphical map the determined 
current physical geographic location for the first mobile 
network device for one or more desired emergency 
response agencies; and 

for receiving on the server application on the server net- 
work device with one or more processors via the wire- 
less communications network from the unmanned aerial 
vehicle (UAV) a wireless emergency location response 
message including a current set of 3D (X,Y,Z) geo-space 
coordinates, 2D (X,Y) geo-space coordinates or the 
determined current physical location for the first mobile 
network device, 

wherein the mobile application on the first mobile network 
device sent a first wireless emergency message or a first 
text-to-911 message on a pre-determined wireless fre- 
quency via the wireless communications network 
directly to the UAV indicating an emergency event has 
occurred with the first mobile network device. 


* * * * * 


